
IT601P – 60 Practice MCQs with Answers

No. Question Answer

1 Which command displays the current working directory? pwd

2 Which directory stores system configuration files? /etc

3 Which symbol appends output to a file? >>

4 Command to change file permissions: chmod

5 Which directory contains kernel and process info? /proc

6 What does `ls -l` display? Detailed list

7 Default SSH port is: 22

8 Command to generate SSH key pair: ssh-keygen

9 Which file contains SSH server configuration? /etc/ssh/sshd_config

10 Which command copies SSH public key to remote server? ssh-copy-id

11 Command to list running Docker containers? docker ps

12 Which Dockerfile instruction sets the base image? FROM

13 Which command builds an image from a Dockerfile? docker build

14 Docker command to remove a container: docker rm

15 Which record maps a hostname to an IP? A

16 Which record maps IP to hostname? PTR

17 Command to check DNS zone file syntax? named-checkzone

18 Which file stores forward zone configs? /etc/bind/db.domainname

19 Directive for password protection in `.htaccess`: AuthType Basic

20 Which command creates `.htpasswd` file? htpasswd

21 Directive to restrict access by IP: Deny from <IP>

22 Which port does LDAP use? 389

23 Which command adds entries to LDAP? ldapadd

24 Flag for simple authentication in ldapsearch: -x

25 Which file stores LDAP database configuration? /etc/ldap/slapd.conf

26 Kerberos default port is: 88

27 Command to create a Kerberos principal: addprinc

28 Command to obtain Kerberos ticket: kinit

29 Command to list Kerberos tickets: klist

30 SMTP default port: 25

31 POP3 default port: 110

32 IMAP default port: 143

33 Command to restart Postfix: systemctl restart postfix

34 Which file contains Postfix main configuration? /etc/postfix/main.cf

35 Which protocol does SMTP use for secure communication? TLS/SSL



36 Which Dovecot service provides IMAP access? dovecot-imapd

37 Which command checks if Postfix is running? systemctl status postfix

38 Which command tests SMTP connection? telnet mail.domain.com 25

39 Which record type is used for mail server configuration in DNS? MX

40 Command to see mail queue in Postfix? mailq

41 Which Linux command shows active network ports? netstat -tulnp

42 Which file stores static hostname-IP mappings? /etc/hosts

43 Command to change hostname temporarily? hostname newname

44 Which protocol does LDAP over SSL use? LDAPS (port 636)

45 Command to verify LDAP connection? ldapsearch

46 Kerberos database creation command? kdb5_util create

47 Which Kerberos file contains realm configuration? /etc/krb5.conf

48 Command to add reverse DNS record in Bind9? Edit reverse zone file & reload

49 Which Bind9 config file includes zone definitions? /etc/bind/named.conf.local

50 Which command flushes DNS cache in Linux? systemd-resolve --flush-caches

51 Symbol used to take input from a file in Linux? <

52 Command to list hidden files? ls -a

53 Command to change ownership of a file? chown

54 Linux command to display last 10 lines of file? tail

55 Linux command to search text in a file? grep

56 Flag in grep to ignore case? -i

57 Which Apache directive specifies document root? DocumentRoot

58 Command to restart Apache service? systemctl restart apache2

59 Default Apache config directory? /etc/apache2/sites-available/

60 Command to enable Apache site config? a2ensite


