Topic No 1: What is Information Security?

* Protecting information and information systems from unauthorized access, use, disclosure, disruption,
modification, or destruction.

* IT Security is information security applied to technology

* Information security also covers physical security, human resource security, legal & compliance,
organizational, and process related aspects

e IT Security functions:

— Network security

— Systems security

— Application & database security
— Mobile security

* InfoSec functions:

— Governance

— Policies & procedures

— Risk management

— Performance reviews

e What is Cyber Security?

— Precautions taken to guard against unauthorized access to data (in electronic form) or information
systems connected to the internet

— Prevention of crime related to the internet

* Three Pillars of Information Security:

— Confidentiality: keeping information secret

— Integrity: keeping information in its original form

— Availability: keeping information and information systems available for use
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Topic No 02: Why Is Information Security Needed?

* Bangladesh Bank SWIFT Hack — Feb 2016: Hackers used SWIFT credentials of Bangladesh Central
Bank employees to send more than three dozen fraudulent money transfer requests.

— Requests sent to the Federal Reserve Bank of New York asking the bank to transfer millions of the
Bangladesh Bank’s funds to bank accounts in the Philippines, Sri Lanka and other parts of Asia.

— USD 81 million stolen

— Total impact could have been USD 1 billion

* The Importance Of Information

— IT is pervasive in our society & critical to the Ops & Mngmt of all organizations
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— IT is an enabler for business and govt
— Personal information is vital for individuals to function in society

— Information holds value

Topic No 03: Who Is Information Security For?

* Personal:

Social media passwords and safe usage

Online banking and email account passwords

Home PC/laptop security

Mobile security
* Organizational:

— Board and executive leadership (management commitment)

— CISO (responsible to drive security program)

— IT staff and business users (following information security policies & procedures)
* Govt and national:

— Law enforcement

— Legal and policy making
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— National database
— Critical infrastructure
— Regulation
— Standards and certification
— Capacity-building and coordination
* Legal
* Technical
* Organizational
* Capacity building

* Cooperation

» Pakistan ranked almost at the bottom of the table in International ranking by ITU
* Information security is everyone’s responsibility

» Pakistan Cyber Security Association (PCSA) formed to address Pakistan’s international ranking
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Topic No 04: How Is Information Security Implemented?

* Three pillars of information security:
— People
— Process
— Technology
* Leadership commitment:
“Tone at the top”
— Information security policy and objectives
— Assigning responsibility and authority
— Resource allocation
— Performance reviews
— Ensuring accountability

* Information Security Manager or CISO:

— Heads department responsible for implementing information security program

Directs planning, implementation, measurement, review, and continual improvement of program

e IT user:

— Understand policies

— Conduct security/risk assessment

— Design effective security architecture

— Develop SOPs and checklists

— Implement controls

— Report incidents

— Conduct effective change management
* Business user:

— Security awareness and training

— Follow information security policy

— Develop and implement secure business processes
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— Role-based access control and periodic reviews
— Reporting incidents
* Information security program
— Assessing security risks and gaps
— Implementing security controls
— Monitoring, measurement, & analysis
— Management reviews and internal audit
Accreditation/testing
Topic No 05: Who Are The Players In Information Security?
* Government
* Industry & sectors
* International organizations
* Professional associations
* Academia and research organizations
* Vendors and suppliers
¢ Government:
— Policy making
— Law enforcement
— Legal system
— National cyber security strategy and standards
— International coordination
— Computer Incident Response Team (CIRT)
* Industry & sectors:
— Financial institutions
— Telecoms
— Armed forces

— Federal and provincial IT boards
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— Enterprises
— Various other sectors (manufacturing, automotive, health, insurance, etc)
* International organizations:

— APCERT (www.apcert.org)

— European Union Agency for Network & Information Security - ENISA (www.enisa.org)

— ITU IMPACT (http://www.impact-alliance.org)

* Professional associations:

ISACA (isaca.org)

ISC2 (www.isc2.0rg)

OWASP (www.owasp.org)

Cloud Security Alliance

Pakistan Cyber Security Association (PCSA)

e Academia & research organizations:
— Universities and research programs
— SANS (www.sans.org)

— Center for Internet Security (Www.cisecurity.org)

Topic No 06: Infosec Transformation Framework 4 Layers
1. Security hardening
2. Vulnerability management
3. Security engineering
4. Security governance
1: Security hardening:

— Compile IT assets

— Establish minimum security baseline (MSB)
— Research security controls and benchmarks
— Pilot (test)
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— Implement controls
— Monitor and update controls

2: Vulnerability management:
— Purchase internal tool (NESSUS, Qualys, etc)
— Conduct vulnerability assessment
— Prioritize and remediate
— Report
— Repeat cycle on quarterly/monthly basis
3: Security engineering:
— Assess risk profile
— Research security solutions
— Design security architecture
— Implement security controls & solutions
— Test and validate security posture
4: Security governance:
— Policies and procedures
— Risk management
— Core governance activities (change management, incident management, internal audit)
— Training & awareness

— Performance reviews

Topic No 07: What Is Information Security Hardening?

 IT assets (network, systems, application, databases, mobile, physical security) come with default
settings which are not suitable for security

* Security hardening is the process of configuring IT assets to maximize security of the IT asset and
minimize security risks
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* Security in the “trenches:”
— Security at the most fundamental operational layer
— Security where it matters most

— Usually (but not always) involves junior staff who need extra guidance, training, and scrutiny

*  Why is security hardening at the first step in the security transformation model?
— Most basic security settings
— Ifnot adequately addressed here, rest of the security measures hardly matter
* Short example of Cisco router security hardening:
— Remote access through SSH and not through telnet
— Turn of all unused services

— Session timeout and password retry lockout

Topic No 08: What Is Information Security Governance?

* Information security governance in simpler terms just means effective management of the security
program

* Responsibility for governance is associated with the Board and senior management

CS205 Information Security Page 9


wks1
Highlight

wks1
Highlight

wks1
Highlight

wks1
Highlight

wks1
Highlight

wks1
Highlight


« IT Governance Institute Definition:

"Security governance is the set of responsibilities and practices exercised by the board and executive
management, with the goal of providing strategic direction, ensuring that objectives are achieved, ascertaining
that risks are managed appropriately and verifying that the enterprise's resources are used responsibly."

+ 1S027001:2013 — ISMS (Information Security Management System) is the world’s leading and most
widely adopted security governance standard

+ 1S027001 "provides a model for establishing, implementing, operating, monitoring, reviewing,
maintaining and improving an information security management system.”

» Ten short clauses and a long Annex with 114 controls in 14 groups

* 27000+ certifications globally in 2015

Topic No 09: Difference Between Policy, SOP, & Guideline
* Policy:

— Formal and high level requirement for securing the organization and its IT assets (mandatory)

* Policy:
— Scope is across organization so should be brief and focusing on desired results
— Signed off by senior management
e  Procedure/SOP:
— More detailed description of the process; who does what, when, and how
— Scope is predominantly at a department level having specified audience

— May be signed off by departmental head
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* Guideline:
— General recommendation or statement of best practice
— Not mandatory
— Further elaborates the related SOP
e Standard:
— Specific and mandatory action or rule
— Must include one or more specifications for an IT asset or behavior
— Yardstick to help achieve the policy goals
* In practice:

— Policy recommended to be a single document applicable at the organizational level (wide
audience)

— Sub-policies may be defined at a departmental level

— Policies and standards are mandatory (exception approval)
* Examples:

— Information security policy

— System administrator password sub-policy

— User ID & Access Management SOP

— Vulnerability Management standard

— Social engineering prevention guideline

Topic No 10: What Is An Information Security Program?
* Project definition:

— A project has a defined start and end point and specific objectives that, when attained, signify
completion

* Program definition:

— A program is defined as a group of related projects managed in a coordinated way to obtain
benefits not available from managing the projects individually
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e Security program:

— Sum-total of all activities planned and executed by the organization to meet its security
objectives

1S027001:2013 (ISMS) REQUIREMENTS AND CONTROLS
* 4-layer security transformation model may be implemented as an ideal security program
» After establishing a basic policy, the sequence of the program
(steps 1 through 4) is paramount in order to achieve constructive

results
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Topic No 11: Role of People, Process, and Tech In InfoSec
* People, process, and technology are together referred to as the Information Security Triad
* All three aspects help to form a holistic view of Information Security
* All three are important and cannot be overlooked in an Information Security program or activity
* People:

* People must be trained to effectively & correctly follow policies, information security processes,
and implement technology

* Social engineering and phishing are aspects that people must be trained to handle appropriately
e Processes are fundamental to effective information security

» User access management

* Backups

* Incident management

* Change management

*  Vulnerability management

* Risk management
* Technology plays a central role in the Information Security program:

* Firewalls

* Antivirus

* Email anti-spam filtering solution

*  Web filtering solution

* Data loss prevention (DLP) solution
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Topic No 12: Role Of An Information Security Manager

* The Information Security Manager (Head Of Information Security or CISO) is delegated and authorized
by senior management to run the Information Security program and meet its objectives

* The Information Security Manager develops a policy to regulate the Information Security program
which is signed off by senior management

* Assigned resources and authority to plan, assess, implement, monitor, test, and accredit the Information
Security activities

* InfoSec Manager Tasks:
— Develop policy
— Training & awareness
— Design security architecture
— Design security controls
— Ensure controls are implemented
— Conduct risk assessment
— Conduct security testing
— Monitor vulnerability management program
— Facilitate incident management process

— Sign-off critical change management activities
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Topic No 13: What Is Information Security Awareness?
* Ensure employees are aware of :
— The importance of protecting sensitive information
— What they should do to handle information securely
— Risks of mishandling information
* NIST Special Publication 800-50 (Building An IT Security Awareness & Training Program)
— Awareness
— Training
— Education
* Awareness:
— Awareness is not training
— Purpose of awareness is simply to focus attention on security
— Change behavior or reinforce good security practices
* Training:
“Strives to produce relevant and needed security skills and competencies”
— Seeks to teach skills
— E.g. IT Security course for system administrators covering all security aspects
e Education:
— Integrates all of the skills and competencies into a common body of knowledge
— E.g. a degree program
* Don’ts:
— Share your password
— Click on suspicious email links
— Install unlicensed software on your PC
* Do’s:
— Logout when getting up from your system

IMPLEMENTATION STEPS
— Report security incidents
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Topic No 14: Leading Security Standards & Frameworks
* A standard or framework is a blueprint or roadmap for achieving Information Security objectives

* Examples are ISO27001:2013 (ISMS), PCI DSS, & COBIT

The Payment Card
Industry Data Security

* 1SO27001:2013 (ISMS) Standard (PCI DSS)

— Specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system

— Ten short clauses

— Long annex

[The Payment Card Industry Data Security Standard (PCI DSS) is a widely

. . laccepted set of policies and procedures intended to optimize the security
* PCI Data Sec“rlty Standard (DSS)' of credit, debit and cash card transactions and protect cardholders against
misuse of their personal information.

— Designed to ensure that ALL companies that accept, process, store or transmit credit card
information maintain a secure environment

— Managed by Security Standards Council
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— SSC is an independent body that was created by the major payment card brands (Visa,
MasterCard, American Express, Discover and JCB

— 6 Broad goals and 12 requirements

« COBIT:

— ISACA framework for IT Governance

(COBIT is the acronym for Control Objectives for
Information and Related Technologies. The COBIT]
framework was created by ISACA to bridge the
crucial gap between technical issues, business
risks and control requirements.

— COBIT 5 helps enterprises to create optimal value from IT by maintaining a balance between
realising benefits and optimising risk levels and resource use (ISACA)
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— COBIT 5 brings together five principles that allow the enterprise to build an effective
governance and management framework (ISACA)

— Based on a holistic set of seven enablers that optimises IT investment and use for the benefit of
stakeholders (ISACA)

* A standard or framework is a blueprint or roadmap for achieving Information Security objectives

* Examples are ISO27001:2013 (ISMS), PCI DSS, & COBIT
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Topic No 15: What Is Information Security Risk?
* Risk is a fundamental concept that drives all security standards, frameworks, and activities

* In simple terms, Information Security Risk refers to the potential damage or loss that may be caused to
an organization in the absence of appropriate controls

* A process aimed at achieving an optimal balance between realizing opportunities for gain and
minimizing vulnerabilities and loss

* Usually accomplished by ensuring that impact of threats exploiting vulnerabilities is within acceptable
limits at an acceptable cost

* Risk is managed so that:

— It does not materially impact the business process in an adverse way
— Acceptable level of assurance and predictability to the desired outcomes of any organizational activity

* Risk Assessment:
— Foundation for effective risk management
— Solid understanding of the risk universe

— Nature and extent of risk to IT resources and potential impact on organizations activities
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* Challenges with risk focused approach:
— In an environment where controls are absent, a risk based approach may become too academic

— Effort should focus on 4-Step Security Transformation Framework

Topic No 16: Information Security Lifecycle

* An Information Security lifecycle represents the recommended sequence to adequately address security
during any project or activity

» It is a process to ensure that all security projects and activities consistently follow the same sequence
and steps

e Step 1: Requirements
— Established by policy, or security program
— Could also be driven by security transformation program
— Establish security exposure, determine risk and priority
e Step 2: Assess Current Security Posture
— Conduct gap analysis
— Could also be a risk assessment and evaluation
* Step 3: Remediation Plan
— Methodology & framework

— Controls

CS205 Information Security Page 20


wks1
Highlight

wks1
Highlight

wks1
Highlight


— Resources
— Approvals and communication
— Timeline
— Project monitoring and review
— Develop SOP
e Step 4: Implement Controls
— Pilot
— Test/validate in pilot
— Change management
— Implement in production/live environment
— Roll-back if unexpected response
— Maintain SOP
* Step 5: Test/Validate

— Security team or independent review of correctness and coverage of security control
implementation

— Ensure SOP/checklist developed and followed

e Step 6: Security Accreditation

Review process has been followed (change management, SOP, sign-offs)

Establish monitoring mechanism
— Awareness training

Issue formal accreditation

* Step 7: Monitor & Audit
— Monitoring mechanism (KPIs, reporting, review)
— Incident management

— Internal audit
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Topic No 17: Management Commitment
*  What is management commitment?

— Management commitment is the expression of the intent, relevant actions, and allocation of
sufficient resources to ensure the InfoSec program is properly implemented

+ 1S02700:2013 (ISMS) Clause 5.1:
a) Policy and objectives are established (compatible with strategic direction)
b) Integration of ISMS reqmts into processes
c) Resources
d) Communicating importance
e) Intended outcomes are achieved
f) Directing and supporting persons
g) Promoting continual improvement
h) Supporting other management roles
e “Tone at the top”
— Management closely watches the actions of executive leadership (culture)

— The importance given to InfoSec by the executive leadership becomes the minimum threshold
for rest of the organization

e In practice:

— Security policy

Security responsibility delegated to head (CISO) or dept

Security steering committee (board level)

Quarterly or frequent management reviews of information security program

Topic No 18: Information Security Responsibility
* Default organizational perception:
— Security is responsibility of one person or one department

— Can get away with “security as an after-thought”
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— Reactive
* Security is everyone’s responsibility:
— Management commitment & tone at the top
— Security awareness campaigns/program
— A strong and effective security program
— Allocation of sufficient resources
* Security involvement & accountability:

— Effective security implementation should be built into the performance KPIs of key team
members (management, technical, business)

— Annual appraisals, security awards and recognition

» Security is everyone’s responsibility and has to gradually take its place in org culture

Topic No 19: Cyber Security Breaches
* Fox News Video: “World’s Biggest Cyber Attacks”
— http://video.foxnews.com/v/5435057924001/?#sp=show-clips
* World’s Biggest Data Breaches:
— http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
* Leading Global Reports:

— Verizon 2017 Data Breach Investigations Report (DBIR)
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— Symantec 2017 Internet Security Threat Report (ISTR)
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* Leading Global Reports:
— Verizon 2017 Data Breach Investigations Report (DBIR)

— Symantec 2017 Internet Security Threat Report (ISTR)
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Topic No 20: Challenges Of InfoSec Implementation
e Challenges Of IT:
— Complex and difficult to manage
— Under pressure from business groups
— Lack of sufficient competent resources
— Lack of process culture

— IT not aligned to perform diligent security work

¢ Challenges Of InfoSec:

Silos & lack of coherent ownership

Lot of time & energy wasted in traversing dept boundaries

Enabling environment for tough security work missing

Security hardening glaringly absent

e Pakistan Industry Security Characteristics:

Wavering management commitment

Superficial “dressing” security

Reactive to regulator audit/compliance mandate

Industry in denial
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Topic No 21: Role Of A Regulator

* Cyber attack can have devastating consequences causing financial loss and disruption of critical
infrastructure

* Cyber security has become a key risk factor putting under threat not only consumer rights protection, but
also viability and health of the industry itself

* A cybersecurity regulation comprises directives that safeguard information technology and computer
systems with the purpose of forcing companies and organizations to protect their systems and
information from cyber-attacks (Wikipedia)

* Industry regulators including banking regulators have taken notice of the risk from cybersecurity and
have either begun or are planning to begin to include cybersecurity as an aspect of regulatory
examinations (Wikipedia)

* Role Of Regulator In Cyber Security:
— Regulations, guidelines, and audit

— Engagement of key stakeholders

— Technical and industry expertise

— Regional and international cooperation

* Regionally, the most well developed cyber security strategy and framework developed by Singapore
(ITU rank # 1), Malaysia (ITU rank # 3), and Oman (ITU rank # 4)

* Singapore:

— Cyber Security Agency (2015); strategy, education, outreach, eco-system development
— National Cyber Security Master Plan 2018 (created 2013)

— Cyber Security Strategy (created 2016)

* Pakistan; Ministry of IT (MOIT):

— National IT Policy 2016 (draft)

— Digital Pakistan Policy 2017

* Pakistan; State Bank Of Pakistan (SBP):

— Enterprise Technology Governance & Risk Management Framework for Financial Institutions (30 May
2017)

¢ Pakistan lacks:

— National cyber security strategy
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— National cyber security master plan
— National cyber security agency
— National certification & accreditation body

— National Computer Emergency Response Team (CERT)

Topic No 22: Status Of InfoSec in Pakistan

» Pakistan Electronic Crimes Act (PECA) enacted as late as 2016

* Cyber security strategy, eco-system still missing

* Research program, capacity building, standardization, & certification bodies absent
* Condition of InfoSec in industry largely dismal

Global Cyber Security Index 2017 (ITU):
Pakistan ranked 67" with a score of 0.44/1
Bangladesh ranked 53" with a score of 0.524/1
India ranked 23" with a score of 0.683/1
» Pakistan cyber security posture (industry):
— Superficial security
— Reactive
— Emphasis on governance
— Security hardening of IT assets largely absent
— Industry has been in denial for last decade
* Reasons for poor security posture:
— Archaic digitalization and commerce

— Perception that Pakistan is immune
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— Lack of awareness and management commitment
— Lack of effective regulations
¢ Changing dynamics (PK):
— Pakistan financial industry rocked by Bangladesh SWIFT hack 2016
— Wannacry (May 2017) badly hit several dozen organizations in Pakistan
— Increasing e-commerce, electronic banking
¢ Pakistan needs:

— Necessary measures by the Government in line with what Malaysia, Oman have done for cyber
security

— Development of the security eco-system as an enabler in order to drive strong security posture

Topic No 23: Solution For InfoSec Improvement (PK)
* Generally, Pakistan Information Security is one generation behind IT deployment

* Four-layer security transformation model provides the correct sequence and focus in order to address
organizational security gaps

1. Security Hardening; Security controls on IT assets & process
2. Vulnerability Management; patching
3. Security Engineering; More complex security design & solutions
4. Security Governance; Managing the information security program
e Solution for strong security posture:

— Management commitment (Board)

— 4 layer transformation model as security program

— Allocation of resources

— Periodic reviews for assessing progress
e Don’t repeat the same mistakes:

— Too much governance without the underlying security hardening

— Reactive rather than intrinsic
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— Lack of resources (10% of what allocated for IT)
— Management interest
Chapter 2:
Typical Enterprise IT Architecture & Security Overlay
Topic No 24: Typical Enterprise I'T Network

*  What does a typical enterprise IT network look like ?

» Edge router

+ NGNFW

+ DMZ:
— Web security GW/Proxy
— Application security FW
— Web server
— Email antispam GW

e IPS & N-DLP
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e Distribution switch
e Data center switch & FW

* Access switch

+ NAC
+ SOC:

— SIEM

- VM

— Other SOC tools
e System AV

e Server HIPS
« UTM
*  Mobile device - MDM

Topic No 25: Major Components: Enterprise IT Network
* Edge router
— WAN interfaces
— Edge filtering (access lists)
— DDOS protection
* NGNFW
Capable of APT attack prevention, malware filtering, web security, email security, application
bandwidth filtering
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+ DMZ:
— Security zone with placement of published web server, web & email security GWs, app security
GW
+ IPS:
— Intrusion prevention (signature based)
— May be feature in NGN-FW
e Distribution switch
— Connectivity to access switches, external exit point (WAN), and DC switch
* Data center switch & FW
— Data center filtering (malware & access-lists)
e Access switch
— User connectivity
— Switchport security & access switch security
+ NAC
— Network admission control (IEEE802.1X)
+ SIEM
— Logging & dashboard for events, root cause analysis, event correlation
*  Vulnerability Manager
— Vulnerability scanning and asset tracking
* System AV
— Signature based malware prevention
e Server HIPS
IPS features for servers, also file integrity checkin
+ UTM
— Multi-featured NGN FW device
* Mobile device - MDM
— Security features for mobile devices

Topic No 26: OSI Security Architecture
* ITU-T X.800, Security Architecture For OSI (‘91)

* Defines a technique for defining security requirements, and characterizes the approaches to satisfy those
requirements

* Defines security attack, mechanism, and service

* Security attack: action that compromises the security of information owned by an organization (or
person)

— Passive: aims to learn or make use of system information only
— Active: attempts to alter system resources/operation

» Security service is a service that ensures adequate security of the system or data transfer
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— Authentication

— Access control

— Data confidentiality
— Data integrity

— Non-repudiation

—  Availability

* Security mechanism:
— Feature designed to detect, prevent, or recover from a security attack

— Cryptography underlies many of the mechanisms
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* ITU-T X.800, Security Architecture For OSI is dated from 1991

Topic No 27: New IT Frontiers: Cloud, Mobile, Social, IOT

* IT dynamics are changing the way we communicate, work, and live

* These disruptive new IT frontiers have significant security consequences
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Topic No 28: Virtualization Environment Security

* Cloud Security Alliance: “Best Practices For Mitigating Risks In Virtual Environments” (PDF)
* Virtualization security classified into three areas:

— Architectural

— Hypervisor software

— Configuration
1. VM Sprawl
2. Sensitive data within VM
3. Security of offline and dormant VMs
4. Security of Pre-configured (Golden Image) VMs
5. Lack of visibility into virtual networks
e Risk #1 (VM Sprawl)

— Impact: VMs can be created quickly, self-provisioned, or moved between physical servers,
avoiding conventional change management process

— Proliferation of VMs causing performance and security risks
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Controls: Policies, procedures and governance of VM lifecycle management
Control creation, storage and use of VM images with a formal change management process
Discover VMs & apply security controls

Controls: keep a small number of identified, good and patched images of a guest operating
system separately for fast recovery & restoration of systems

e Risk # 2 (Sensitive Data Within a VM)

Impact: VM images and snapshots can be copied easily via USB or console of hypervisor
installed elsewhere

Controls: Encrypt data stored on virtual and cloud servers
Policies to restrict storage of VM images and snapshots
Image change management process with approvals

Logging & monitoring

Topic No 29: Case Study — Enterprise Network (Small Org)

* Organizational characteristics:

Location: Karachi

70 total staff

10 IT staff

8 servers

1 main DC, no DR site

IT service oriented business delivered to banks, telcos, enterprises

* Organizational culture:

Small IT oriented profitable business
Mostly chaotic culture with no defined or documented processes
Organization lacks discipline (execution)

Quality of resources: average
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e IT setup:

Windows 2010/2012, Linux server OS
ASP.net 4.x, PHP applications (total 10)
Windows 8/10 desktops (50+)

1 Cisco ASA FW in DC

No DR site or offsite backup

Free AV, no AD, no licenses

* Security posture:

Completely absent

No hardening done

No vulnerability management

No security management or governance
No policy or staff dedicated for

No management commitment (prior)

* Security requirement:

Customers are banks and telcos

Desired ISO27001:2013 (ISMS) certification for customer RFPs

* Driving change ?

Executive management facing security questions from top clients
COO approaches security consulting company for pen-testing

Consultant advises project for security transformation

* Security transformation project:

Project initiation: 2 Mths

Layer 1: security hardening of IT assets (6 Mths)
Layer 2: VM (1 Mth)

Layer 3: security engineering (1 Mth)

Layer 4: Governance & ISO cert.(3 Mths)

CS205 Information Security

Page 39



*  Conclusion:

— Absence of a process oriented, organized culture makes it difficult for security implementation

— Adhoc culture is difficult to transform

— Executive management support and commitment was the success factor

Topic No 30: Case Study — Enterprise (Medium Org)

* Organizational characteristics:

— Location: Lahore

— 350 total staff (group)

— 15+1IT staff

— 25 servers

— 1 main DC, 1 DR site, 1 backup site

— IT service business in media industry

* Organizational culture:

— Medium sized, profitable IT business

— Good internal culture (several employees with org since 10 yrs)

— Organization lacks processes

— Teams have execution discipline

— Senior resources are experienced

e IT setup:

— Windows 2010/2012, Linux server OS

— Oracle & MS-SQL databases

— ASP.net 4.x applications (total 15)

— Windows 8/10 desktops (300+)

— 1 Cisco ASA FW in DC; MicroTik routers as edge routers

— Asterisk voice server for call center (10 seats, 6-8 lines)

— 1 DR site (offshore) and 1 backup site (PK)

— Panda AV, AD, unlicensed windows
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— Mdaemon for email server, migrating to MS Exchange
* Security posture:

— Completely absent

— No hardening done

— No vulnerability management

— No security management or governance

— No policy or staff dedicated for security

— No management commitment (prior)
* Security requirement:

— Security incident; competitive data leakage to third-party by internal employee

— License renewal due by regulator; demonstration of security commitment imperative

* Driving change ?
— Executive management concerned about information security & security culture
— CEO approaches security consulting company
— Consultant advises project for security transformation
* Security transformation project:
— Project initiation: 15 days
— Layer 1: security hardening of IT assets (3 Mths)
— Layer 2: VM (1 Mth)
— Layer 3: security engineering (4 Mths)
— Layer 4: Governance & ISO cert.(3 Mths)
¢ Conclusion:
— Senior resources in the organization were committed
— Demonstration of security commitment was essential for organizations survival

— IS0O27001:2013 (ISMS) serves as credible credential for customers/regulator
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Topic No 31: Case Study — Enterprise (Large Org)

* Organizational characteristics:

Location: Karachi
10,000+ total staff
150 IT staff

200 servers

1 main DC, 1 DR site

Energy & distribution sector

* Organizational culture:

Large sized privatized org

Strong internal culture

Organization lacks process culture
Teams have high execution discipline

Good quality & qualification of IT resources

e IT setup:

Windows 2010/2012, Linux, AIX OS

Oracle & MS-SQL databases

Over 100 internal applications (Sharepoint, GIS, ASP.net)

Windows 7/8/10 desktops (5500+)

Asterisk voice server for voice communication
1 DR site (hosted)

Licensed AV, AD, & windows

Complete SAP ERP suite & internal development

e Security posture:

Superficial

— No hardening done
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— Weak vulnerability management
— Poor security management/ governance
— Security team exists
— No management commitment (prior)
e Security requirement:
— Security incident; servers hacked causing financial loss
e Driving change ?
— Executive management concerned about information security & security culture
— Board drives IT to hire consultant
— Consultant convinces IT to go for security transformation
e Security transformation project:
— Project initiation: 15 days
— Layer 1: security hardening of IT assets (6 Mths)
— Layer 2: VM (1 Mth)
— Layer 3: security engineering (1 Mths)
— Layer 4: Governance & ISO cert.(5 Mths)
e Conclusion:

— Strong commitment of the Board & IT Director drove the implementation of the security
transformation project

— 1S027001:2013 (ISMS) achieved as a security credential

Topic No 32: Structure Of An IT Team
* Typical organogram of an IT team
» Job functions
» Additional tasks
» Large sized org
*  Medium sized org
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* Small sized org

GENERAL STRUCTURE

JOB FUNCTIONS

ADDITIONAL TASKS
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LARGE ORG

(150 IT Staff)
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IT teams come in various structures, however there are set industry best-practices and organizations
should follow tried & tested best-practices

IT is today an enabler forming the engine for business automation, but also carries with it security
hazards

Topic No 33: Objectives, Performance KPIs, Priorities Of I'T
IT is a challenging domain which requires skill, experience, structure, and spending to run efficiently

Business is making steep demands on IT for agile delivery of applications in order to keep up with
competition

Running IT requires a diverse skillset
Primary objective set for IT by management is to:
— Setup the infrastructure with least cost in the minimum time

— To maintain the network with minimum disruption and maximum performance requiring the
least resources
Performance KPIs:
— Minimal network disruption
— Timely completion of new projects
— Quick and efficient changes to existing applications (change-requests) to meet business
requirements
Priorities of IT:
— To meet the performance KPIs
— To meet adhoc and unplanned business requirements
General IT teams performance in Banking:
— Extremely large number of applications (hundreds) & legacy
— Heavy-weight business teams and IT seen as a cost-center
— Technologists generally poor at banking (business)
General IT teams performance in Telcos:
— More professional and qualified workforce
— Most telco have been setup in the last 10 years so have clean greenfield networks (no legacy)
— Fewer applications; IT supports business
General IT teams performance in Enterprise:
— Competence and professionalism of IT teams matches culture of organization
— IT efficiency driven by top management commitment and interest
Security posture:
— Surprisingly in 95% of all orgs in Pakistan (all types and sizes), security posture has been found
to be deficient
— Lack of awareness in the country has contributed to this deficient and poor security posture
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Topic No 34: IT Team Interaction With Other Stakeholders

* IT budget/projects approved by IT Steering Committee (annual)
* Business requirements & new projects
* Audit & compliance requirements
* Expansion (branches) & maintenance
* IT support for computing (helpdesk)
* Business continuity & DR
* IT budget/projects approved by IT Steering Committee (annual):

* Capex and opex layout

* Includes new projects & licensing / maintenance of operations

New hirings

* Business requirements & new projects:

— New upcoming business projects
— Change requests (CRs) and expansion of existing business projects
— Vendor management for business solutions
— UAT (testing) of business applications
* Audit & compliance requirements:

— External audit
— Internal audit
— Compliance
— Information security & risk depts
* Expansion (branches) & maintenance:
— IT requirements for business expansion (new branches, new locations, new territories)
— Maintenance of existing IT infrastructure (UPS, networking, bandwidth circuits)
* IT support for computing (helpdesk):
— New software and versions rollout (e.g. migration of AV or email program)
— IT support for business functions (application not working, speed slow, etc)
— Software bugs
* Business continuity & DR:
— DR s a technology function for which interaction with business functions is required (testing)

— Business continuity is handled under business operations for which IT also participates
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Topic No 35: Security Overlay Of Enterprise (Part 1)

* How is the enterprise secured with the help of various components and security design ?
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Topic No 36: Security Overlay Of Enterprise (Part 2)

*  What are the traffic flows specific to good security design ?
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* Granular access list filtering and a well planned and tested security design are keys to success
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Topic No 37: Security Overlay Of Enterprise (Part 3)

* General security design principles

1. Block unauthorized traffic at edge (direct public www traffic to DMZ web server)
2. Edge malware protection & DMZ
3. Web & email are important vectors to secure against malware and attacks
4. NGN-FW (may be found in a UTM as well)
5. Web security GW and email anti-spam GW solutions
6. Granular access list filtering in edge and data center FWs (source, destination, and traffic type/port)
7. A good AV solution, and keep virus definitions updated
8. Monthly VM scans
More Advanced Security:
* APT & zero-day attack prevention
* SIEM solution
*  Network DLP and system DLP
* Network admission control (NAC)
e Server HIPS

*  Web application FW (WAF)
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Even More Advanced Security:
* Network forensics
* Host-based APT / IoC solution
* Identity & access management (IAM)
* Privileged identity management (PIM)
» Database security solution
Further guidelines for strong security controls:

* (IS 20 critical security controls

* Further guidelines for strong security controls:
— CIS 20 critical security controls
Topic No 38: High Availability (HA)
*  What is high availability (HA) ?
— High availability of a system or component assures a high level of operational performance

(uptime) for a given period of time
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* High availability is a strategy

* Fault tolerance refers to a system designed in such a way that when one component fails, a backup
component takes over operations immediately to avoid loss of service

* High availability is designed in the following manner:

— System level (data center or service)

— Device level (within single device)

— Device level (combination of multiple redundant devices)

— Alternate site level
* High availability and fault tolerance:

— Designed to minimize downtime with the help of redundant components
* Disaster Recovery:

— A pre-planned approach for re-establishing IT functions at an alternate site
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Topic No 39: High Availability Design

* Lets look at various HA designs
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* Don’t forget to test the failover and fault tolerant capabilities of our network
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Topic No 40: Site Redundancy
Three types of redundant site models:
* Hotsite
* Cold site
*  Warm site

* Hot site (expensive):

Mirror of primary data center

Populated with servers, cooling, power, and office space

Running concurrently with main/primary data center (synching)

Minimal impact

Cold site (cheapest):
— Office or data center space without any server related equipment installed
— Power, cooling and office space
— Servers/equipment migrated in event of primary site failure
*  Warm site (middle ground):
— Middle ground between hot site and cold site
— Some pre-installed server hardware (ready for installation of production environments)

— Requires engineering support to activate
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RTO:

— Max amount of time, following a disaster, for an organization to recover files from backup
storage and resume normal operations (max amount of downtime an organization can handle)

RPO:

— Max age of files that an organization must recover from backup storage for normal operations to
resume after a disaster (minimum frequency of backups)

Example:
— If an organization has an RTO of two hours, it cannot be down for longer than that.

— if an organization has an RPO of four hours, the system must back up at least every four hours.

Topic no 41: High Availability & Redundancy Case Study
Mid-sized enterprise
3000 total staff
2000 IT users
30 IT team

One DC, one secondary (regional) data center (warm site & backup site), and one DR site 99.9 %
uptime designed.

IT setup:

Oracle ERP system

Share point portal for workflow automation
Head office in Karachi

Primary DC in Karachi (hosted with 3" party)
DR site in Lahore (hosted with 3™ party)

Secondary DC in ISB

Primary DC:

Fully redundant (HA) design for network, systems, and storage
Cisco HA (active-standby)
Oracle cluster technology for servers and DBs (active-active)
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Secondary DC (ISB):

— All network, systems, and storage backups maintained here (also mirrored in DR)
— Regional servers (AD, file servers, etc)

— Test & staging environment here (segregated from main DC)

— Office working space

DR site
— Bare minimum HA (as DR site) for network, systems, and storage
— Mirror of all backups from secondary site maintained here
— Office working space
— Some additional computing capacity (minimum for unforeseen events)
— All critical systems and devices maintained in active mode (hot) for immediate DR failover
— Data maintained as per org RTO/RPO for immediate utility
— Monthly DR testing/drill
Backup strategy:
— Primary backup at secondary DR site
— Mirror at DR site
— For critical systems: monthly full backup, daily incremental backup
— For critical network devices: weekly full backup; backups based on change
Topic no 42: Backup Strategies
* Backup considerations:
— What to backup?
— Backup location?
— Freq of backup?
— Backup operator?
— Backup checker (verification)?
— Backup test & security methods?

— Technology & tools used for backup?
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*  What to backup?

Network configuration files
OS backups
Database & application data

Other critical data

* Backup location?

Onsite for faster recovery
Offsite for DR purposes

Intermediate site (secondary site) as a middle-ground

* Backup frequency?

Depends entirely on criticality of data, nature of the information being backed up (how
frequently does info change?), storage space available, and overall backup plan.

* Backup operator and checker?

Backups should ideally be automated
Operator should ensure that backups have taken place

Verifier should sign-off that check has been made

* Backup testing & security considerations:

Backup testing should be performed on a periodic basis and greater than the frequency of the DR
drill (e.g. DR drill once a QTR, & testing once a month)

Encryption & compression

* Backup tools and technology:

Consider NAS, SAN, SCSI/IDE/SATA drives

Various tools and technology to perform full, differential, and incremental backups
Encryption

Access control

Alerts & reporting
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Topic no 43: Security Tools Used In An Enterprise

* Typical security tools used in an enterprise:

— Enterprise antivirus

— MS Active Directory (AD)

— Vulnerability manager

— Logs management

— Network & performance monitoring

Automated backups

* Typical security tools used in an enterprise:

— Microsoft Windows Server Update (WSUS) & SCM/SCCM

— Asset management software

— Trouble-ticket system

— SIEM

— DLP

— Encryption software

— 2FA
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Topic no 44: Security Tools — Typical Enterprise (Part 1)
* Gartner Magic Quadrant reports

* List of some other industry reports

CS205 Information Security Page 66



CS205 Information Security Page 67



CS205 Information Security Page 68



* View and read various industry reports for security tools comparisons:
— Qartner
— Forrestor
— Security Awards

— Lab reports: ICSA, NSS
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Topic no 45: Security Tools — Typical Enterprise (Part 2)
* NSS Labs Security Value Map (SVM)

* Some additional Gartner Magic Quadrant reports
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* Gartner

* Forrestor

* NSS labs

* ICSA Labs
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Topic no 46: What Does “Box Security” Mean?

*  “Box Security” refers to a prevalent approach in the industry, especially in larger organizations in which
the solution for every security challenge is in the form of a “box” or device

* Boxfor:
— Email security
- Web security
- FW
- IPS
— APT attack prevention
— DDOS prevention
— Network DLP
— Network Forensics
— Others
* Security is a combination of people, process, and technology
* Industry observation: most of the devices are not used to full capability or capacity after purchase
* Case in point: SIEM solution or DB security solution
*  “Box security” is not the silver bullet
* Although many devices and boxes are required, they do not ensure a good security posture
* This approach is unfortunately promoted by many vendors who have equipment to sell
* Consider organizational maturity & readiness
Other challenges with “box security” approach:
— Shortage of staff (IT & security)

— Training and skill required to operate the sophisticated devices and features
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* Device objectives, and high-level-design (HLD) should be planned prior to commissioning
*  Min operational baseline and configuration should be documented in SOP

* Device feature set and configuration audits should be conducted on a periodic basis (annual)

Topic no 47: Best Approach: IT Enterprise Security

* The 4-layer security transformation model is the only way to effectively and practically address security
posture

* 4-layer security transformation model is tried & tested for geographies where the overall security
awareness & posture is weak

1. Security hardening: address security configuration of all IT assets which security “boxes” won’t do for
you

2. Vulnerability management: scanning to inspect patching of IT assets (essential)
— Security engineering
- Security governance

3. Security engineering: this is where more serious investments may be made once layers 1 & 2 have
been completed satisfactorily (or are being addressed).

4. Security governance: ensure the proper utilization (as intended), ROI, and audits of purchased devices
& solutions. Also ensure configs are as per design, and SOPs.
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Topic no 48: What Is Disaster Recovery (DR)?
*  Whatis a disaster?

— Any significant event that causes disruption of information technology processing facilities, thus
affecting the operations of the business

*  What s disaster recovery (DR)?

— DR is an area of security that allows an organization to maintain or quickly resume mission-
critical (IT) functions following a disaster

*  What could cause the invocation of a DR fail over to DR site?

— Natural disasters such as flood, earthquake, lightning, storm

— Disaster caused by human actions such as riot, fire, terrorist act, etc
*  What is the difference between DR and business continuity (BC)?

— DR is an IT function, whereas business continuity addresses keeping all essential aspects of a
business functioning despite disruptive events (DR is a part of BC)

* Three step process:
— Failover to the DR site (DR invocation)
— Restoration of the services/facilities on primary site
— Recovery (switchover back to primary site)

*  Whatis a DR plan?

— A documented, structured approach to dealing with unplanned incidents
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* DR plan checklist:
— Scope of the activity
— Gathering relevant network infrastructure documents
— Identifying the most serious threats and vulnerabilities, and the most critical assets
— Identifying current DR strategies
— Identifying emergency response team
— Management review & approval of DR plan
— Testing the plan (drill)
— Updating the plan
— Implementing a DR plan audit
Topic no 49: What is Business Continuity (BC)?
*  What is business continuity?

— Business Continuity (BC) is the capability of the org to continue delivery of products or services
at acceptable predefined levels following a disruptive incident (Source: ISO 22301:2012)

*  What is business continuity management?

— Holistic management process that identifies potential threats to an organization and the impacts to
business operations those threats, if realized, might cause, and which provides a framework for building
org resilience with an effective response that safeguards interests of key stakeholders, reputation, brand
and value-creating activities. (Source: ISO 22301:2012)
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*  Whatis a BC plan?

— A document that consists of critical information an organization needs to continue operating
during an unplanned event

— The BCP should state essential functions of the business, identify which systems and processes
must be sustained, & detail how to maintain them.

— It should take into account any possible business disruption

Topic no 50: DR In Enterprise Architecture — Part 1
* DR considerations:
— DR plan
— RTO & RPO
* DR plan:
— A disaster recovery policy statement, plan overview and main goals of the plan
— Key personnel and DR team contact information
— Description of emergency response actions immediately following an incident.
— A diagram of the entire network and recovery site.
— Directions for how to reach the recovery site.
— A list of software and systems that will be used in the recovery.

— Sample templates for a variety of technology recoveries, including technical documentation from
vendors.

— Summary of insurance coverage.
— Proposed actions for dealing with financial and legal issues.

— Ready-to-use forms to help complete the plan.
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* RTO:

— Max amount of time, following a disaster, for an org to recover files from backup storage and
resume normal operations; max amount of downtime an org can handle.

— If an organization has an RTO of two hours, it cannot be down for longer than that
 RPO:

— RPO is the max age of files that an organization must recover from backup storage for normal
operations to resume after a disaster; determines the minimum frequency of backups.

— For example, if an organization has an RPO of four hours, the system must back up at least every
four hours

Topic no 51: DR In Enterprise Architecture — Part 2

* DR considerations:

— DR facility

— DR drills & testing

— DR testing checklist

— BC plan alignment
* DR facility:

— Location

— Media circuits and backup circuits

— Power and environment
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— IT data center design
— Based on DR plan
— Operations & maintenance
* DR drills & testing:
— Frequency and execution of DR drills as per IT policy of the org
— Min twice a year and preferable quarterly for critical business reqmts
— Backup testing

* DR testing checklist:

Secure management approval and funding for the test.
— Provide detailed information about the test.
— Make sure the entire test team is available on the planned test date.
— Ensure your test does not conflict with other scheduled tests or activities.
— Confirm test scripts are correct.
— Verify that the test environment is ready.
— Schedule a dry run of the test.
— Be ready to halt the test if needed.
— Have a scribe take notes.
— Complete an after-action report about what worked and what failed.
— Use the test results to update DR plan
* BC plan alignment:
— DR is under IT ownership, whereas BC is under business operations ownership
— DR is part of overall BC

— Both plans must integrate and align seamlessly

CS205 Information Security Page 79



Topic no 52: Role Of An IT Asset In Enterprise Security
*  Whatis an IT asset?

— An IT asset is any resource such as hardware, software, information, human resource, or facility
owned or utilized by the organization for IT processing

» Asset Owner: a person in the org responsible for managing an asset (e.g. for laptop)
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* Risk owner: manages risks associated with the IT asset. Authorized to make decisions associated with
managing risks, and in a management position

* Acceptable Use (Of IT Assets):

— Laptops

— Mobiles

— Web browsing
— Email usage

— Servers

— Company data

Topic no 53: How To Determine Security Posture?

*  Questions to ask:

Information security policy?

Organization security culture and tone at the top?

— Clearly designated responsibility for security?

— How many staff in security team [10%] and their roles?
— Security hardening done on IT assets?

— Which standard used for hardening?

— Internal VM program?

— Frequency of VM scanning?

— Licensed software for OS/DB/Programs?

— Last time penetration test was conducted by 3™ party?
— Maturity of system security policies pushed through AD/GP
— DR and/or backup site?

— When was the last time a DR drill was performed?
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Topic no 54: Driving Successful Security Transformation
* Critical factors for successful security transformation projects:
— Board-level buy-in and sponsorship
— Regular Board or Executive management project reviews and decisions

— Allocation of sufficient priority & resources

* Projects either fail or succeed before they begin!
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* Successful security transformation projects can be made successful with correct sponsorship, structure,
strategy, and strong project management

Chapter 3
Security Transformation Stage
Topic no 55: Revisit Of Security Transformation Model
* Security hardening:

— IT assets such as hardware and software come with default (insecure) configurations which
become the basis for attacks

— Typical case in point: username and password: “admin, admin”

— System by reducing its surface of vulnerability, which is larger when a system performs more
functions; in principle a single-function system is more secure than a multipurpose one.

* Patching:

e Fixing vulnerabilities (which may be exploited by malware or attackers) in software or firmware with
vendor released patches (auto or manual updates)

e Patches are also called fixes
e Patching considerations:
— Vendors release patch when they become aware of a vulnerability
— Patches may be rolled up into a release
— Off-the shelf software works well but testing reqd for customized instances

e Hardening: includes additional steps beyond patching to limit the ways a hacker or malware could gain
entry.

Accomplished by turning on only the ports and services required, secure configuration of services &
additional steps to limit system access

* Note that both hardening & patching are required
— Hardening prevents existing and future vulnerabilities by tightening configuration

— Patching is more of a vendor driven process but essential nonetheless
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Topic no 56: Security Hardening Strategy

* Depending upon the size and type of the organization, there will be dozens, hundreds, or even thousands
of IT assets to secure

* Priority is a key factor in all security undertakings
* Prioritize what is most important and needs to be done first

» Cascade as we go along

* Separate security engineering (Step 3) from security hardening (step 1)
* Security engineering requires more thorough working so will slow down the security implementation
* Do the low hanging fruit first (security hardening)

*  Minimum security baseline (MSB) refers to the obvious assets which need to be secured and the
threshold which is the minimum expectation from the security program
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* For a successful security transformation project, good planning, organization, and effective project
management is essential.

Topic no 57: Pre-requisites For Security Hardening
1. Security program approved
2. Consultant on board
3. Project kick-off meeting held
4. ISMC team identified and their loading for this project communicated
5. Appraisal linkage of core resources announced by CIO

1. Security program approved

Project director

— Timeline

General project sequence and strategy

Understanding of main players and roles

Understanding of project structure
2. Consultant on board
— Expert consultants in security transformation can facilitate the project success

— Third party & independent
CS205 Information Security Page 85



— Bring a focus on delivering results
— Strong domain knowledge

3. Project kick-off meeting held

Project goals & mission

All key stakeholders made aware of their roles

Responsibilities & authority

Success criteria & reporting mechanism

4. ISMC team identified and their loading for this project communicated

ISMC plays a critical role

Cooperation & teamwork

Security leadership culture

Clarity on goals

5. Appraisal linkage of core resources announced by CIO
— Broader team
— Announcement by CIO
— Clarity on evaluation mechanism

Topic no 58: Who Will Conduct The Security Hardening?

* Involvement of various stakeholders for security hardening

Operations teams

Security team

IT management

Consultant

Business
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e IT Operations teams:
— Study the security controls (CIS/DISA)
— Apply the security controls in pilot/test environment
— Report the completion of control implementation to ISMC
— Assist InfoSec team with validation
¢ InfoSec team:
— Conduct validation of security controls implementation
— Acquire checklist of controls from relevant IT team
— Document the status of controls in the form of a checklist
— Forward validation report to ISMC
* IT management:
— Ensure IT operations teams receive required guidance and support
— Sign-off on change management requests
— Assist with planning down-time and business related downtime
* Consultant or project director:
— Drives the security program
— Ensures that strategy is aligned with project objectives

— Ensures process and activities are moving at good momentum as per timeline
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* Business stakeholders:
— Provide downtime approvals if required

— Help to engage other vendors if applicable

Topic no 59: 8 Step Methodology — Security Hardening (1)

*  What is the 8 step security hardening methodology?

*  Purpose:

— Many assets need to be hardened at various times, by various teams, for various requirements
and projects

— Standardize and follow a consistent approach

* Benefits:

Process for security hardening

Discipline to always follow the same steps

Helps avoid missing any steps in the process

Gives team clarity on what to do and what sequence to follow
e If You Skip This Process:
— Will follow a new approach every time

— Every resource has their own method

CS205 Information Security Page 88



— Dependence on resource rather than the process
— Complicate rather than simplify

— Divergence in security activities
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Topic no 60: 8 Step Methodology — Security Hardening (2)
e Step 1: Identify Critical Assets & Asset Owner:
— Asset inventory & infrastructure diagram
— Examine risks
— Analyze assets at a high level and prioritize
— Minimum security baseline (MSB)
— Break into phases
* Step 2: Research on applicable security controls
— CIS, DISA
— Search on google
— Review standards/frameworks (ISO27001, PCI, etc)
— Look at OWASP, CSA, NIST, CIS Top 20
— Selection of controls
* Step 3: Checklist of applicable security controls
— Checklist for progress tracking
— Share with appropriate IT team
— Forms record for controls trail
* Step 4: Document controls into SOP
— Enter controls set into draft SOP
— Who will do what when, (and briefly how)

— Get Dept Head agreement and sign-off on checklist and SOP

Topic no 61: 8 Step Methodology — Security Hardening (3)
* Step 5: Implement controls on test setup
— Relevant IT team to implement controls on test setup
— Update checklist

— Update SOP (if necessary)
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— Send checklist back to InfoSec team
e Step 6: Validation of control implementation (by InfoSec team)
— InfoSec resource with relevant domain knowledge
— Conduct preparation before actual validation (study controls)
— Update checklist with status column
e Step 7: Change management process for PRODUCTION:
—  ISMC receives validation status from InfoSec team
— Relevant dept head takes up change management process and prepares for shifting to PROD
— Rollback, impact etc
* Step 8: Implement on PROD & monitor:
— Monitor closely for 24-48 hours after moving to PROD
— Rollback in case of unforeseen circumstances
— IT team SOP finalized and now ops task
Topic no 62-65: A Look At CIS Security Benchmarks (1)
* Center for Internet Security (CIS)
— https://www.cisecurity.org/cis-benchmarks/

— Fill out your details and will receive an email with link
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* Mobile devices, network devices, desktop software, multifunction print devices

* (IS Benchmarks example (Network Devices)
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e June 29,2016

* 174 pages PDF doc

*  Control content:

Profile applicability (ASA 8.X, ASA 9.X)
Description

Rationale

Audit

Remediation

Default value

References

* 1.8 (page 88); Session Timeout

Profile applicability: Level 1, Cisco ASA9.X

Description: Sets the idle timeout for a console session before the security appliance terminates

it.

Rationale: Limiting session timeout prevents unauthorized users from using abandoned sessions

to perform malicious activities.
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» CIS Benchmarks example (Operating Systems)

— MS Windows Server 2012-R2

e January 31, 2017
* 760 pages PDF doc
* Profile applicability:
— Level 1 domain controller
— Level 1 member server
— Level 2 domain controller
— Level 2 member server
* Level 1: Items in this profile intend to:
— be practical and prudent;
— provide a clear security benefit; and
— not inhibit the utility of the technology beyond acceptable means
* Level 2: extends the Level 1 - profile
- intended for environments or use cases where security is paramount
— acts as defense in depth measure
— may negatively inhibit the utility or performance of the technology
e Control content:
— Profile applicability (ASA 8.X, ASA 9.X)
— Description
- Rationale
- Audit
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— Remediation
— Impact
— Default value
— References
* 1.1.2 [L1]: Ensure "Maximum password age' is set to '60 or fewer days, but not 0' (Scored)
- Profile applicability: Level 1 Domain Controller, Level 1 Member Server
* 1.1.2 [L1] Description:
— This policy setting defines how long a user can use their password before it expires.

— Values for this policy setting range from 0 to 999 days. If you set the value to 0, the password
will never expire.

* 1.1.2 [L1] Audit:

— Navigate to the UI Path articulated in the Remediation section and confirm it is set as prescribed.

1.1.2 [L1] Default Value: 42 days

1.1.2 [L1] Reference: CCE-37167-4

— Common Configuration Enumeration (Unique identifiers for common system config issues)

Topic no 66: A Look At DISA STIGs (1)
« USA DoD
* Security Technical Implementation Guides (STIGs)
* Most expansive security benchmarks available
* Most regularly updated

e Unclassified version
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* http://iase.disa.mil/stigs/Pages/index.aspx
* 425 STIGs available
*  STIGs master list (A-Z):
* http://iase.disa.mil/stigs/Pages/a-z.aspx
* STIG viewer:
* http://iase.disa.mil/stigs/Pages/stig-viewing-guidance.aspx

STIGs HOME

STIGs Master List
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STIGs Viewer

STIG Viewer Download
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STIG Library Compilation

STIG Viewer Window
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Import STIG

* Completely different mechanism for DISA STIGs
Topic no 67: A Look At DISA STIGs (2)
e STIG content:

— General information (title)
— Discussion

— Check content

— Fix text

— CCI (References)
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¢  ChecKklist screens:

Overall totals

— Target data
— Role
— Finding details
— Comments
*  ChecKklist screens (STATUS):
— Not reviewed

— Open

Not a finding

Not applicable
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Topic no 68: A Look At DISA STIGs (3)
*  Windows Server 2012 R2 Member Server

— Import STIG
— V1099 (Lockout duration)
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*  Rule Title:

— The lockout duration must be configured to require an administrator to unlock an account
— Severity: CAT II
* Discussion:

— The account lockout feature, when enabled, prevents brute-force password attacks on the system.
This parameter specifies the period of time that an account will remain locked after the specified
number of failed logon attempts. A value of 0 will require an administrator to unlock the
account.

¢ Check Content:

— Verify the effective setting in Local Group Policy Editor.
Run "gpedit.msc".

— Navigate to Local Computer Policy -> Computer Configuration -> Windows Settings -> Security
Settings -> Account Policies -> Account Lockout Policy.

— If the "Account lockout duration" is not set to "0", requiring an administrator to unlock the
account, this is a finding.

* Fix Text:

— Configure the policy value for Computer Configuration -> Windows Settings -> Security
Settings -> Account Policies -> Account Lockout Policy -> "Account lockout duration" to "0"
minutes

— "Account is locked out until administrator unlocks it".

— CCI: NIST SP 800-53 Revision 4 :: AC-7b
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Topic no 69: A Look At DISA STIGs (4)
* Firewall Security Technical Implementation Guide
*  Vulnerability ID: V-3967

* Rule name: The console port does not timeout after 10 mins

* General Information:

— Rule Title: The network devices must time out access to the console port at 10 minutes or less of
inactivity

— STIGID: NET1624
— Severity: CAT II
* Discussion:

— Terminating an idle session within a short time period reduces the window of opportunity for
unauthorized personnel to take control of a management session enabled on the console or
console port that has been left unattended. In addition quickly terminating an idle session will
also free up resources committed by the managed network device. Setting the timeout of the
session to 10 minutes or less increases the level of protection afforded critical network
components

e Check Content:

— Review the configuration and verify a session using the console port will time out after 10 mins
or less of inactivity.
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— If console access is not configured to timeout at 10 minutes or less, this is a finding.

¢ Fix Text:

— Configure the timeout for idle console connection to 10 minutes or less.

Topic no 70: Comparison of CIS Vs DISA
* Many controls are common
* Approaches are different

* Organization styles are different
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* How to select CIS/DISA:
— Size of organization
— IT infrastructure extent
— Nature of business
— Security program goals
— Maturity of IT & security staff
* Rule of thumb:
— Smaller orgs use CIS
— Larger orgs use DISA
— CIS is part of Homeland Security, DISA is part of US Military

— DISA more frequently updated and maintained with wider coverage

Topic no 71: Security Hardening — Windows Server 2012R2
*  Windows Server 2012 — R2
* DISA, Release 8
— 28 April 2017

*  Domain Controller
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General Information:
— Rule Title: Autoplay must be disabled for all drives
— STIG ID: WN12-CC-000074

— Severity: CAT I

Discussion:
Allowing Autoplay to execute may introduce malicious code to a system.

— Autoplay begins reading from a drive as soon media is inserted into the drive. As a result, the
setup file of programs or music on audio media may start.

— By default, Autoplay is disabled on removable drives, such as the floppy disk drive (but not the
CD-ROM drive) and on network drives.

— Enabling this policy disables Autoplay on all drives

Check Content:
— If the following registry value does not exist or is not configured as specified, this is a finding:
— Registry Hive: HKEY LOCAL MACHINE
— Registry Path: \SOFTWARE\Microsoft\Windows\CurrentVersion\policies\Explorer\
— Value Name: NoDriveTypeAutoRun
— Type: REG_ DWORD Value: 0x000000ff (255)

Fix Text:

— Configure the policy value for Computer Configuration -> Administrative Templates ->
Windows Components -> AutoPlay Policies -> "Turn off AutoPlay" to "Enabled: All Drives".

CCI (Control Correlation Identifier):

— CCI: CCI-001764 The information system prevents program execution in accordance
with organization-defined policies regarding software program usage and restrictions
and/or rules authorizing the terms and conditions of software program usage.
NIST SP 800-53 Revision 4:: CM-7 (2)
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Topic no 72: Case Study Security Hardening — Linux

* CIS Benchmarks case study (Red Hat Enterprise Linux 7)

e January 31, 2017

* 347 pages PDF doc

*  5.2.2 (page 258); Ensure SSH Protocol is set to 2 (Scored)

* Profile applicability:

Level 1, Server

Level 1, Workstation

* 5.2.2 (page 258); Ensure SSH Protocol is set to 2 (Scored)

Description: SSH supports 2 different and incompatible protocols: SSH1 and SSH2. SSH1 was
the original protocol & was subject to security issues. SSH2 is more advanced and secure.

Rationale: SSH v1 suffers from insecurities that do not affect SSH v2.

Audit: Run the following command and verify that output matches:

# grep """“Protocol" /etc/ssh/sshd_config Protocol 2

Remediation: Edit the /etc/ssh/sshd_config file to set the parameter as follows:
Protocol 2

Critical Controls: 3.4 Use Only Secure Channels For Remote System Administration

Critical Controls: 3.4 Perform all remote administration of servers, workstation, network devices,
and similar equipment over secure channels.
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— Protocols such as telnet, VNC, RDP, or others that do not actively support strong encryption
should only be used if they are performed over a secondary encryption channel, such as SSL,
TLS or IPSEC.

Topic no 73: Security Hardening — Case Study — Solaris
* Solaris 10 X86
* DISA, Release 18

— 28 April 2017

* General Information:
— Rule Title: All shell files must have mode 0755 or less permissive
— STIG ID: GEN002220
— Severity: CAT I

* Discussion:

— Shells with world/group-write permissions give the ability to maliciously modify the shell to
obtain unauthorized access.

¢ Check Content:

— If Jetc/shells exists, check the group ownership of each shell referenced.
# cat /etc/shells | xargs -n1 Is -1L

— Otherwise, check any shells found on the system.
# find / -name "*sh" | xargs -n1 Is -1L

— If a shell has a mode more permissive than 0755, this is a finding
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e Fix Text:
— Change the mode of the shell
— #chmod 0755 <shell>
e CCI (Control Correlation Identifier):

- CCI-000225
The organization employs the concept of least privilege, allowing only authorized
accesses for users (and processes acting on behalf of users) which are necessary to
accomplish assigned tasks in accordance with organizational missions and business
functions.

— NIST SP 800-53 :: AC-6

— NIST SP 800-53A :: AC-6.1

— NIST SP 800-53 Revision 4 :: AC-6

Topic no 74: Case Study Security Hardening — Apache

» CIS Benchmarks case study (Apache Tomcat 7)

* April 26,2016
* 94 pages PDF doc
* 7.7 (page 65); Configure log file size limit (Scored)
* Profile applicability:
- Level 2

— Description: By default, the logging. Properties file will have no defined limit for the log file
size. This is a potential denial of service attack as it would be possible to fill a drive or partition
containing the log files.

— Rationale: Establishing a maximum log size that is smaller than the partition size will help
mitigate the risk of an attacker maliciously exhausting disk space

— Audit: Validate the max file limit is not greater than the size of the partition where the log files
are stored.
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— Remediation: Create the following entry in your logging.properties file. This field is specified in
bytes:
java.util.logging.FileHandler.limit=10000

— Default Value: No limit by default
Topic no 75: Security Hardening — Case Study — Oracle
* Oracle Database 12¢
* DISA, Release 18

— 28 April 2017

* General Information:
— Rule Title: The Oracle Listener must be configured to require administration authentication
— STIG ID: O121-BP-022700
— Severity: CAT I

* Discussion:

— Oracle listener authentication helps prevent unauthorized administration of the Oracle listener.
Unauthorized administration of the listener could lead to DoS exploits; loss of connection audit
data, unauthorized reconfiguration or other unauthorized access.

— This is a Category I finding because privileged access to the listener is not restricted to
authorized users.

— Unauthorized access can result in stopping of the listener (DoS) and overwriting of listener audit
logs.

CS205 Information Security Page 112



¢ Check Content:
— If a listener is not running on the local database host server, this check is not a finding
— For Windows hosts, view all Windows services with TNSListener embedded in the service name

— The service name format is: OraclefORACLE_HOME NAME|]TNSListener
— View the STIGVIEWER for Unix hosts

* Fix Text:

— By default, Oracle Net Listener permits only local administration for security reasons. As a policy, the
listener can be administered only by the user who started it. This is enforced through local operating
system authentication.

— For example, if userl starts the listener, then only userl can administer it. Any other user trying to
administer the listener gets an error. The super user is the only exception.

— Remote administ. of the listener must not be permitted. If listener administ. from a remote system is
required, granting secure remote access to the Oracle DBMS server and performing local administration
is preferred.

* CCI (Control Correlation Identifier):
— CCI: CCI-000366
The organization implements the security configuration settings.
— NIST SP 800-53 :: CM-6 b
— NIST SP 800-53A :: CM-6.1 (iv)
— NIST SP 800-53 Revision 4 :: CM-6 b

Topic no 76: Case Study Security Hardening — MS SQL

* CIS Benchmarks case study (MS SQL Server 2012)

* September 30, 2016
* 73 pages PDF doc

* 2.14 Ensure 'sa’ Login Account has been renamed (Scored)
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* Profile applicability:
— Level 1 database engine

— Description: The sa account is a widely known and often widely used SQL Server account with
sysadmin privileges.

— Rationale: It is more difficult to launch password-guessing and brute-force attacks against the sa
account if the username is not known.

— Audit: Use the following syntax to determine if the sa account is renamed:
SELECT name FROM sys.server_principals WHERE sid = 0x01;
A name of sa indicates the account has not been renamed

— Remediation: Replace the different user value within the below syntax and execute rename the
sa login:

ALTER LOGIN sa WITH NAME = <different_user>;

— Impact: It is not a good security practice to code applications or scripts to use the sa account
However, if this has been done renaming the sa account will prevent scripts and applications
for authenticating to the database server and executing required tasks or functions.

— Default Value: By default, the 'sa‘ account name is 'sa'

Topic no 77: Security Hardening — Case Study — Oracle
* Oracle database 11.2g
* DISA, Release 11

— 28 April 2017
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e General Information:
— Rule Title: The Oracle REMOTE OS ROLES parameter must be set to FALSE.
— STIG ID: O112-BP-022000
— Severity: CAT I

e Discussion:

— Setting REMOTE _OS ROLES to TRUE allows operating system groups to control Oracle roles.
The default value of FALSE causes roles to be identified and managed by the database.

— IfREMOTE OS ROLES is set to TRUE, a remote user could impersonate another operating system
user over a network connection.

e Check Content:
— From SQL*Plus: select value from v§parameter where name = 'remote_os_roles';

— If the returned value is not FALSE or not documented in the System Security Plan as
required, this is a Finding

e Fix Text:

— Document remote OS roles in the System Security Plan.

If not required, disable use of remote OS roles.

From SQL*Plus: alter system set remote_os_roles = FALSE scope = spfile;

The above SQL*Plus command will set the parameter to take effect at next system startup

* CCI (Control Correlation Identifier):

— CCI: CCI-000366 The org implements the security configuration settings.
— NIST SP 800-53 :: CM-6 b

— NIST SP 800-53A :: CM-6.1 (iv)

— NIST SP 800-53 Revision 4 :: CM-6 b
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Topic no 78: Case Study Security Hardening — Windows 8

* CIS Benchmarks case study (Windows 8.1)

e January 31, 2017
* 891 pages PDF doc

* 18.9.70.3 Ensure 'Automatically send memory dumps for OS-generated error reports' is set to 'Disabled’
(Scored)

* Profile applicability:
- Level 1
— Level 1 + BitLocker

* 18.9.70.3 Ensure 'Automatically send memory dumps for OS-generated error reports' is set to 'Disabled’
(Scored)

* Description: This policy setting controls whether memory dumps in support of OS-generated error
reports can be sent to Microsoft automatically. This policy does not apply to error reports generated by
3rd-party products, or additional data other than memory dumps.

— The recommended state for this setting is: Disabled.

— Rationale: Memory dumps may contain sensitive information and should not be automatically sent to
anyone.

— Audit: Navigate to the UI Path articulated in the Remediation section and confirm it is set as prescribed.
This group policy setting is backed by the following registry location:

* HKEY LOCAL_MACHINE\SOFTWAREN\Policies\Microsoft\Windows\WindowsError
Reporting: AutoApproveOSDumps
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Topic no 79: Case Study Security Hardening — Win 10

*  Windows 10

DISA, Release 9

— 28 April 2017

* General Information:
— Rule Title: The antivirus program must be configured to update signature files on a daily basis.
— STIG ID: WN10-00-000046
— Severity: CAT I

* Discussion:

Virus scan programs are a primary line of defense against the introduction of viruses and
malicious code that can destroy data and even render a computer inoperable. Using a virus scan
program provides the ability to detect malicious code before extensive damage occurs. Updated
virus scan data files help protect a system, as constantly changing malware is identified by the
antivirus software vendors

¢ Check Content:

— This requirement is NA if McAfee VirusScan Enterprise (VSE) is used. It will be addressed with
the corresponding McAfee VSE STIG.

— Configurations will vary depending on the product.
* Fix Text:

— Configure the antivirus program to update signature files at least daily. Ensure the updates are occurring
on timely basis and are not more than a week old.

— CCI (Control Correlation Identifier):

CCI: 000366 The org implements the security config settings.
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NIST SP 800-53 :: CM-6 b

NIST SP 800-53A :: CM-6.1 (iv)

NIST SP 800-53 Revision 4 :: CM-6

CS205 Information Security

Topic no 80: Case Study Security Hardening — MS Exchange

CIS Benchmarks case study (MS Exchange Server 2016)

November 16, 2015

66 pages PDF doc

2.5 Set 'Do not permanently delete items until the database has been backed up'to 'True' (Scored)
Profile applicability:

— Level 1 - Mailbox Services Security

— Description: This setting allows you to ensure that items are not permanently deleted until the

database has been backed up.

— Rationale: To ensure that accidentally deleted items can be recovered, they should not be

permanently deleted until the database is backed up.

— Audit: Execute the following cmdlet and ensure RetainDeletedItemsUntilBackup is set to
"True':  Get-MailboxDatabase = <Mailbox Database Name> | fl -property

RetainDeletedItemsUntilBackup

— Remediation: To implement the recommended state, execute the following PowerShell cmdlet:
Set-MailboxDatabase <Mailbox Database Name> -RetainDeletedItemsUntilBackup $true

— Impact: The impact of enabling this setting should be minimal. More storage space will be

required until any pending items are permanently deleted.

— Default Value: False

Page 118



Topic No 81: Security Hardening — Case Study — AD

* Active Directory Domain
* DISA, Release 8
— 27 January, 2017
STIGVIEWER WINDOW

¢ General Information:

— Rule Title : Membership to the Domain Admins group must be restricted to accounts used only
to manage the Active Dir domain and domain controllers

— STIG ID: AD.0002
— Severity: CAT I
* Discussion:

— The Domain Admins group is a highly privileged group. Personnel who are system
administrators must log on to Active Directory systems only using accounts with the level of
authority necessary.

— Only system administrator accounts used exclusively to manage an Active Directory domain and
domain controllers may be members of the Domain Admins group. A separation of administrator
responsibilities helps mitigate the risk of privilege escalation resulting from credential theft attacks.

e Check Content:

— Review the Domain Admins group in Active Directory Users and Computers. Each Domain
Administrator must have a separate unique account specifically for managing the Active
Directory domain and domain controllers.

— If any account listed in the Domain Admins group is a member of other administrator groups
including the Enterprise Admins group, domain member server administrators groups, or domain
workstation administrators groups, this is a finding.

e Fix Text:
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— Create the necessary documentation that identifies the members of the Domain Admins group.
Ensure that each member has a separate unique account that can only be used to manage the
Active Directory

— CCI (Control Correlation Identifier):

CCI-000366

The organization implements the security configuration settings.

NIST SP 800-53 :: CM-6 b

NIST SP 800-53A :: CM-6.1 (iv)

NIST SP 800-53 Revision 4 :: CM-6 b

Topic No 82: Case Study Security Hardening — IE Browser

* CIS Benchmarks case study (MS Internet Explorer 11)

e January 12, 2014
* 178 pages PDF doc
* 1.5 Configure 'Do not allow users to enable or disable add-ons' (Not Scored)
* Profile applicability:
— Level 1

— Description: This policy setting allows you to manage whether users have the ability to allow or deny
add-ons through Add-On Manager.

= If you enable this policy setting, users cannot enable or disable add-ons through Add-On Manager. The
only exception occurs if an add-on has been specifically entered into the '"Add-On List' policy setting in
such a way as to allow users to continue to manage the add-on.

= In this case, the user can still manage the add-on through the Add-On Manager. If you disable or do not
configure this policy setting, the appropriate controls in the Add-On Manager will be available to the
user.
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= Configure this setting in a manner that is consistent with security and operational requirements of your
organization.

— Rationale: Users often choose to install add-ons that are not permitted by an organization's security
policy. Such add-ons can pose a significant security and privacy risk to your network.

— Audit:
HKEY LOCAL MACHINE\Software\Policies\Microsoft\InternetExplorer\Restrictions\NoExtensionM
anagement

— Remediation: To establish the recommended configuration via Group Policy, set the following UI path
to Not Configured.
Computer Configuration\Administrative Templates\Windows Components\Internet Explorer\Do
not allow users to enable or disable add-ons

— Impact: When the Do not allow users to enable or disable add-ons setting is enabled, users will not be
able to enable or disable their own Internet Explorer add-ons. If your organization uses add-ons, this
configuration may affect their ability to work.

* 1.5 Configure 'Do not allow users to enable or disable add-ons' (Not Scored)
— Default Value: Disabled
Topic No 83: Security Hardening — Case Study - Chrome
* Google Chrome
* DISA, Release 8

— 27 April, 2017
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* General Information:

— Rule Title : Session only based cookies must be disabled.
* General Information:

—  Vuln ID: V-44799

— STIG ID: DTBC-0045

— Severity: CAT I

¢ Discussion:

— Policy allows you to set a list of URL patterns that specify sites which are allowed to set session only
cookies. If this policy is left not set the global default value will be used for all sites either from the
'DefaultCookiesSetting' policy if it is set, or the user's personal configuration otherwise. If the
'RestoreOnStartup' policy is set to restore URLs from previous sessions this policy will not be respected
and cookies will be stored permanently for those sites

e Check Content:

— Universal method:
1. In the omnibox (address bar) type chrome://policy
2. If the policy 'CookiesSessionOnlyForUrls' exists, and has any defined values, this is a finding
— Windows method:
1. Start regedit
2. Navigate to HKLM\Software\Policies\Google\Google Chrome\Content
Settings\CookiesSessionOnlyForUrls
3. Ifthis key exists and has any defined values, this is a finding

e Fix Text:
Windows group policy:

1. Open the group policy editor tool with gpedit.msc

2. Navigate to Policy Path: Computer Configuration\Administrative Templates\Google\Google
Chrome\Content Settings
Policy Name: Allow session only cookies on these sites
Policy State: Disabled Policy Value: N/A

e CCI (Control Correlation Identifier):

— CCI-000166
The information system protects against an individual (or process acting on behalf of an
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individual) falsely denying having performed organization-defined actions to be covered by
non-repudiation.

NIST SP 800-53 :: AU-10
NIST SP 800-53A :: AU-10.1
NIST SP 800-53 Revision 4 :: AU-10

Topic No 84: Case Study Security Hardening — Firefox

» CIS Benchmarks case study (Mozilla Firefox)

*  December 31, 2015

* 72 pages PDF doc

* 3.5 (L2) Enable IDN Show Punycode (Scored)
* Profile applicability:

wN =

Level 2
Description: This feature determines whether all Internationalized Domain Names (IDNs)
displayed in the browser are displayed as Punycode or as Unicode.

Rationale: IDNs displayed in Punycode are easier to identify and therefore help mitigate the
risk of accessing spoofed web pages.

Audit: Perform the following procedure:

Type about:config in the address bar

Type network.IDN show_punycode in the filter

Ensure the preferences listed are set to the values specified below:
network.IDN_show_punycode=true

Remediation: Perform the following procedure:

Open the mozilla.cfg file in the installation directory with a text editor
Add the following lines to mozilla.cfg:
lockPref(""network.IDN_show_punycode', true);

Default Value: false
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Topic No 85: Security Hardening — Case Study - FW
» Firewall STIG
* DISA, Release 22
28 April, 2017
STIGVIEWER WINDOW

* General Information:
— Rule Title : The device must be configured to protect the network against denial of service
attacks such as Ping of Death, TCP SYN floods, etc.
— Vuln ID: V-3156
— STIG ID: NET0375
— Severity: CAT II
* Discussion:

— A SYN-flood attack is a denial-of-service attack where the attacker sends a huge amount of
please-start-a-connection packets and then nothing else. This causes the device being
attacked to be overloaded with the open sessions and eventually crash.

— A ping sweep (also known as an ICMP sweep) is a basic network scanning technique used to
determine which of a range of IP addresses map to live hosts (computers)

e Check Content:

— Review the device configurations to determine if denial of service attacks guarded
against.

— If the device is not configured to mitigate denial of service attacks, this is a finding.

e Fix Text:
— If the firewall support SYN-flood or ping sweep protection then enable these features. If the
firewall does not support these features, enable the security features on the router to protect the
network from these attacks.

e CCI (Control Correlation Identifier):

— (Misc info)
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Topic No 86: Security Hardening — Case Study — Switch
* Layer 2 Switch STIG
* DISA, Release 20
— 28 0ct, 2016

STIGVIEWER WINDOW

* General Information:
Rule Title : The IAO to that all switchports configured using MAC port security will
shutdown upon receiving a frame with a different layer 2 source address than what has been
configured or learned for port security

* General Information:
— Vuln ID: V-18565
— STIG ID: NET-NAC-032
— Severity: CAT III

* Discussion:

— The Port Security feature remembers the Ethernet MAC address connected to the switch port and allows
only that MAC address to communicate on that port If any other MAC address tries to communicate
through the port, port security will disable the port.

* Check Content:

— A shutdown action puts the interface into the error-disabled state immediately and sends an SNMP trap
notification if it receives a frame with a different layer 2 source address that what has been configured or
learned for port security. The following Catalyst IOS interface command will shutdown the interface
when such an event occurs: switchport port-security violation shutdown
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* Fix Text:

Configure the port to shutdown when insecure hosts are connected to the wall jack.

Topic No 87: Case Study Security Hardening — Cisco 10S 15

* CIS Benchmarks case study (Cisco IOS 15)
* For Cisco routers running 10S 15M

* June 30, 2015

* 151 pages PDF doc

*  3.3.2.2 Set 'ip ospf message-digest-key md5' (Scored)
* Profile applicability:

Level 2

Description: Enable Open Shortest Path First (OSPF) Message Digest 5 (MDS5) authentication.
Rationale: This is part of the OSPF authentication setup

Audit: Verify the appropriate md5 key is defined on the appropriate interface(s) hostname#sh
run int {interface}

Remediation: Configure the appropriate interface(s) for Message Digest authentication
hostname(config)#interface {interface name} hostname(config-if)#ip ospf message-digest-
key {ospf md5_key-id} mdS5 {ospf md5 key}

Impact: Organizations should plan and implement enterprise security policies that require
rigorous authentication methods for routing protocols Configuring the proper interface(s) for 'ip
ospf message-digest-key md5' enforces these policies by restricting exchanges between network
devices.

Default Value: Not set
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Topic No 88: Security Hardening — Case Study - WLAN
*  WLAN Controller STIG
* DISA, Release 12
— 28 0Oct, 2016
STIGVIEWER WINDOW

* General Information:
— Rule Title : WLAN must use EAP-TLS
— Vuln ID: V-3692
— STIG ID: WIR0115-01
— Severity: CAT II
* Discussion:

— EAP-TLS provides strong cryptographic mutual authentication and key distribution services
not found in other EAP methods, and thus provides significantly more protection against
attacks than other methods.

— Additionally, EAP-TLS supports two-factor user authentication on the WLAN client, which
provides significantly more protection than methods that rely on a password or certificate
alone.

— EAP-TLS also can leverage DoD CAC in its authentication services, providing additional
security and convenience.
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e Check Content:

— NOTE: If the equipment is WPA2 certified, then it is capable of supporting this requirement.

— Review the WLAN equipment configuration to check EAP-TLS is actively used and no other methods
are enabled.

— Mark as a finding if either EAP-TLS is not used or if the WLAN system allows users to connect with
other methods.

¢ Fix Text:

— Change the WLAN configuration so it supports EAP-TLS, implementing supporting PKI and AAA
infrastructure as necessary.
— If the WLAN equipment is not capable of supporting EAP-TLS, procure new equipment capable of such
support.
Topic No 89: Security Hardening — Case Study — L3 Switch
* Infrastructure Layer 3 Switch STIG
* DISA, Release 22
— 28 April, 2017

STIGVIEWER WINDOW

* General Information:

— Rule Title : The administrator must ensure the that all L2ZTPv3 sessions are authenticated prior
to transporting traffic.

— Vuln ID: V-30744

— STIG ID: NET-TUNL-034

— Severity: CAT II

* Discussion:

— L2TPv3 sessions can be used to transport layer-2 protocols across an IP backbone. These
protocols were intended for link-local scope only and are therefore less defended and not as well-
known.

— As stated in DoD IPv6 1A Guidance for MO3 (S4-C7-1), the L2TP tunnels can also carry IP
packets that are very difficult to filter because of the additional encapsulation.
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— Hence, it is imperative that L2TP sessions are authenticated prior to transporting traffic
¢ Check Content:

— Review the router or multi-layer switch configuration and determine if L2TPv3 has been
configured to provide transport across an IP network. If it has been configured, verify that the
L2TPv3 session requires authentication.

* Fix Text:

— Configure L2TPv3 to use authentication for any peering sessions.

Topic No 90: Case Study Security Hardening — VMware

* CIS Benchmarks case study (Vmware ESXi 5.5)

*  December 16, 2014
* 132 pages PDF doc
* 5.1 Disable DCUI to prevent local administrative control (Scored)
* Profile applicability:
— Level 2

— Description: The Direct Console User Interface (DCUI) can be disabled to prevent any local
administration from the Host; Once the DCUI is disabled any administration of the ESXi host
will be done through vCenter.

¢« Rationale:

— The DCUI allows for low-level host configuration such as configuring IP address, hostname and
root password as well as diagnostic capabilities such as enabling the ESXi shell, viewing log
files, restarting agents, and resetting configurations. Actions performed from the DCUI are not
tracked by vCenter Server. Even if Lockdown Mode is enabled, users who are members of the
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—  Audit:

AN e

6.

DCUI.Access list can performed in vCenter Server where they can be centrally audited and
monitored.

Perform the following:

From the vSphere web client select the host.

Select "Manage" -> "Settings" -> "System" -> "Security Profile".
Scroll down to "Services".

Click "Edit...".

Select "Direct Console UI".

Verify the Startup Policy is set to "Start and Stop Manually*

Additionally, the following PowerCLI command may be used:

# List DCUI settings for all hosts Get-VMHost | Get-VMHostService | Where { $_.key -eq
HDCUI" }

* Remediation: Perform the following:

1. From the vSphere web client select the host.
2. Select "Manage" -> "Settings" -> "System" -> "Security Profile".
3. Scroll down to "Services".
4. Click "Edit...".
5. Select "Direct Console UI".
6. Click "Stop".
7. Change the Startup Policy "Start and Stop Manually".
8. Click "OK".
e Impact:

— Disabling the DCUI can create a potential "lock out" situation should the host become isolated from
vCenter Server. Recovering from a "lock out" scenario requires re-installing ESXi. Consider leaving
DCUI enabled and instead enable lockdown mode and limit the users allowed to access the DCUI using
the DCUI.Access list.

e Default Value:

The prescribed state is not the default state.
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Topic no 91 & 92 : Software Security Fundamentals-SAMM & SAMM-2
* Software Assurance Maturity Model (SAMM) developed by OWASP
— A guide to building security into software development

— 96 page PDF

*  OWASP Software Assurance Maturity Model (SAMM) Governance Phase:
— Strategy & Metrics
— Education & Guidance

— Policy & Compliance
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* Strategy & Metrics:

— Focused on establishing the framework within an organization for a software security assurance
program.

— This is the most fundamental step in defining security goals in a way that’s both measurable and
aligned with the organization’s real business risk.

e Education & Guidance:

— Focused on arming personnel involved in the software lifecycle with knowledge and resources to
design, develop, and deploy secure software.

— With improved access to information, project teams will be better able to proactively identify
and mitigate the specific security risks that apply to their organization.
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* Policy & Compliance:

— Focused on understanding and meeting external legal and regulatory requirements while also
driving internal security standards to ensure compliance in a way that’s aligned with the business
purpose of the org.

— A driving theme for improvement within this Practice is focus on project-level audits that gather
information about the organization’s behavior in order to check that expectations are being met.

Topic no 93

*  OWASP Software Assurance Maturity Model (SAMM) Construction Phase:
— Security Requirements

— Threat Assessment
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— Secure Architecture
* Security Requirements:
— Focused on proactively specifying the expected behavior of software with respect to security

— Through addition of analysis activities at the project level, security requirements are initially
gathered based on the high-level business purpose of the software

* Threat Assessment:

— Centered on identification and understanding the project-level risks based on the functionality of
the software being developed and characteristics of the runtime environment

— From details about threats and likely attacks against each project, the organization as a whole
operates more effectively through better decisions about prioritization of initiatives for security

¢ Secure Architecture:

— Focused on proactive steps for an organization to design and build secure software by default
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— By enhancing the software design process with reusable services and components, the overall
security risk from software development can be dramatically reduced.

SAMM is an excellent model for software security and we look at the verification and deployment
phases as part of testing and validation.

Topic no 94: SECURITY HARDENING - SOFTWARE APPLICATIONS
* Two types of security hardening:

— IT assets (systems, network devices, databases, applications)
— Software developed internally or by third party

* Typical enterprise software:

— ERP (Oracle, SAP, IBM, etc)

— Internally or 3 party developed software in ASP.NET, PHP, Android/IOS, or other
platform
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8 STEP SECURITY HARDENING METHODOLOGY

e Useful resources:
— www.OWASP.org
— www.cloudsecurityalliance.org
— MS Technet
— OWASP Top 10
— OWASP Secure Coding Practices Quick Reference Guide

- SAMM
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*  Conclusion

Software security hardening is a challenging activity

Build software security program & integrate with QA

Domain specific knowledge required

Build capabilities and process following SAMM
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Topic no 95: CASE STUDY — ASP.NET SECURITY HARDENING

*  OWASP ASP.NET Cheat Sheet
* https://www.owasp.org/index.php/.NET Security Cheat Sheet
* NET Framework Guidance
* ASP.NET Web Forms Guidance
* ASP.NET MVC Framework Guidance
* .NET Framework Guidance

— Data access

— Encryption

— General guidelines
e NET FRAMEWORK, DATA ACCESS GUIDANCE:
— Use Parameterized SQL commands for all data access, without exception.
— Do not use SqlCommand with a string parameter made up of a concatenated SQL String.

— Whitelist allowable values coming from the user. Use enums, TryParse or lookup values to assure that
the data coming from the user is as expected.

— Apply the principle of least privilege when setting up the Database User in your database of choice. The
database user should only be able to access items that make sense for the use case.

— Use of the Entity Framework is a very effective SQL injection prevention mechanism. When using SQL
Server, prefer integrated authentication over SQL authentication.

— Use Always Encrypted where possible for sensitive data (SQL Server 2016 and SQL Azure)
e .NET FRAMEWORK, GENERAL GUIDANCE:

— Lock down the config file.

— Remove all aspects of configuration that are not in use.

— Encrypt sensitive parts of the web.config using aspnet_regiis -pe

— For Click Once applications the .Net Framework should be upgraded to use version 4.6.2 to ensure TLS
1.1/1.2 support.

e ASP.NET Web Forms Guidance
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— HTTPS & some general configuration
— HTTP validation & encoding
— Forms authentication

e ASP.NET MVC Guidance

— ASP.NET MVC (Model-View-Controller) is a contemporary web application framework that
uses more standardized HTTP communication

— Based on OWASP Top 10

Topic no 96: CASE STUDY — PHP SECURITY HARDENING
*  PHP Security Guidelines
*  https://docs.php.earth/security/intro/

1. Cross site scripting (XSS)
2. Injections

— SQL injection

— Directory traversal (path injection)
— Command injection

— Code injection

Cross site request forgery (XSRF/CSRF)
Public files
Passwords
Uploading files
Session hijacking
Remote file inclusion
PHP configuration
— Error reporting
— Exposing PHP version
— Remote files
— Open_basedir
— Session settings
10. Use HTTPS
11. Things not listed
9. PHP Configuration

A PR AN A ol
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Always keep the installed PHP version updated. You can use versionscan to check for possible
vulnerabilities of your PHP version. Update open source libraries and applications, and keep your web
server well maintained. Here are some of the important settings from php.ini that you should check out.
You can also use iniscan to scan your php.ini files for best security practices.

— Error Reporting
In your production environment, you must always turn off displaying errors to the screen. If errors occur
in your application and they are visible to the outside world, an attacker could get valuable data for
attacking your application

Topic no 97: CASE STUDY — ASP.NET MVC SECURITY HARDENING
* ASP.NET MVC Security Guidelines
* https://www.owasp.org/index.php/.NET Security Cheat Sheet#ASP.NET MVC_Guidance

e ASP.NET MVC (Model-View-Controller) is a contemporary web application framework that uses more
standardized HTTP communication than the Web Forms postback model

e The OWASP Top 10 lists the most prevalent and dangerous threats to web security in the world today
and is reviewed every 3 years.

e After covering the top 10 it is generally advisable to assess for other threats or get a professional
Penetration Test.

e Your approach to securing your web application should be to start at the top threat A1 below and work
down, this will ensure that any time spent on security will be spent most effectively and cover the top
threats first and lesser threats afterwards.

A.6 Sensitive data exposure

— DO NOT: Store encrypted passwords.

— DO: Use a strong hash to store password credentials. Use PBKDF2, BCrypt or SCrypt with at least 8000
iterations and a strong key.

— DO: Enforce passwords with a minimum complexity that will survive a dictionary attack i.e. longer
passwords that use the full character set (numbers, symbols and letters) to increase the entropy.
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— DO: Use a strong encryption routine such as AES-512 where personally identifiable data needs to be
restored to it's original format. Do not encrypt passwords. Protect encryption keys more than any other
asset.

— Apply the following test: Would you be happy leaving the data on a spreadsheet on a bus for everyone
to read. Assume the attacker can get direct access to your database and protect it accordingly.

— DO: Use TLS 1.2 for your entire site. Get a free certificate from StartSSL.com or LetsEncrypt.org.

— DO NOT: Allow SSL, this is now obsolete

— DO: Have a strong TLS policy (see SSL Best Practises), use TLS 1.2 wherever possible. Then check the
configuration using SSL Test

— DO: Ensure headers are not disclosing information about your application.

— See HttpHeaders.cs , Dionach StripHeaders or disable via web.config:

Topic no 98: Security Hardening — Case Study-SharePoint
*  Sharepoint 2013 STIG
* DISA, Release 3
— 22 April, 2016
» Sharepoint server side configurations

STIGVIEWER WINDOW

* QGeneral Information:

— Rule Title : For environments requiring an Internet-facing capability, the SharePoint application
server upon which Central Administration is installed, must not be installed in the DMZ.

— Vuln ID: V-59995
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— STIG ID: SP13-00-000155
— Severity: CAT II
* Discussion:

— Information flow control regulates where information is allowed to travel within an information system
and between information systems (as opposed to who is allowed to access the information) and without
explicit regard to subsequent accesses to the information.

— SharePoint installed Central Administrator is a powerful management tool used to administer the farm.
This server should be installed on a trusted network segment. This server should also be used to run
services rather than user-oriented web applications.

e Check Content:

— For environments requiring an Internet-facing capability, ensure the SharePoint Central
Administration application server is not in the DMZ.

— Inspect the logical location of the server farm web front end servers.

— Verify the Central Administration site is not installed on a server located in a DMZ or other
publicly accessible segment of the network.

— If Central Administrator is installed on a publicly facing SharePoint server, this is a finding.
e Fix Text:

— For environments requiring an Internet-facing capability, remove the SharePoint Central
Administration application server upon which Central Administration is installed from the DMZ.
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Topic no 99: CASE STUDY — C APPLICATIONS SECURITY HARDENING
» Carnegie Mellon Software Engineering Institute
» https://wiki.sei.cmu.edu/confluence/display/seccode/SEI+CERT+Coding+Standards

* https://wiki.sei.cmu.edu/confluence/display/c/SEI+CERT+C+Coding+Standard

https://wiki.sei.cmu.edu/confluence/display/seccode/SEI+CERT+Coding+Standards

* There are existing compiler implementations that allow const-qualified objects to be modified without
generating a warning message.

* Avoid casting away const qualification because doing so makes it possible to modify const-qualified
objects without issuing diagnostics.

CS205 Information Security Page 143


https://wiki.sei.cmu.edu/confluence/display/seccode/SEI+CERT+Coding+Standards
https://wiki.sei.cmu.edu/confluence/display/seccode/SEI+CERT+Coding+Standards
https://wiki.sei.cmu.edu/confluence/display/c/SEI+CERT+C+Coding+Standard
https://wiki.sei.cmu.edu/confluence/display/c/SEI+CERT+C+Coding+Standard
https://wiki.sei.cmu.edu/confluence/display/seccode/SEI+CERT+Coding+Standards
https://wiki.sei.cmu.edu/confluence/display/seccode/SEI+CERT+Coding+Standards
https://wiki.sei.cmu.edu/confluence/display/c/BB.+Definitions

» The first assignment is unsafe because it allows the code that follows it to attempt to change the value of
the const object i.

* The compliant solution depends on the intent of the programmer. If the intent is that the value ofiis
modifiable, then it should not be declared as a constant, as in this compliant solution:

— If the intent is that the value ofiis not meant to change, then do not write noncompliant code that
attempts to modify it.

— Risk Assessment
— Automated detection

— Related vulnerabilities
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Topic no 100: CASE STUDY — C++ APPLICATIONS SECURITY HARDENING
» Carnegie Mellon Software Engineering Institute

* https://wiki.sei.cmu.edu/confluence/pages/viewpage.action?pageld=88046682

* Rule 01. Declarations and Initialization (DCL)
* Rule 02. Expressions (EXP)
* Rule 03. Integers (INT)
* Rule 04. Containers (CTR)
* Rule 05. Characters and Strings (STR)
* Rule 06. Memory Management (MEM)
* Rule 07. Input Output (FIO)
* Rule 08. Exceptions and Error Handling (ERR)Page:
* Rule 09. Object Oriented Programming (OOP)
* Rule 10. Concurrency (CON)

* Rule 10. Concurrency (CON)

*  CONS50-CPP. Do not destroy a mutex while it is locked

* Mutex objects are used to protect shared data from being concurrently accessed. If a
mutex object is destroyed while a thread is blocked waiting for the lock, critical
sections and shared data are no longer protected.
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* The C++ Standard, [thread.mutex.class], paragraph 5 [ISO/IEC 14882-2014], states the
following:

* The behavior of a program is undefined if it destroys a mutex object owned by any thread
or a thread terminates while owning a mutex object.

*  Non-Compliant Code Example:

— This noncompliant code example creates several threads that each invoke the do work() function,
passing a unique number as an ID.

— Unfortunately, this code contains a race condition, allowing the mutex to be destroyed while it is still
owned, because start threads() may invoke the mutex's destructor before all of the threads have exited.
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¢ Compliant Code Example:

» This compliant solution eliminates the race condition by extending the lifetime of the mutex.

Topic no 101: CASE STUDY — JAVA APPLICATIONS SECURITY HARDENING

* (Carnegie Mellon Software Engineering Institute

* https://wiki.sei.cmu.edu/confluence/display/java/SEI+CERT+Oracle+Coding+Standard+for+Java
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* Rule?7
— ERRO02-J. Prevent exceptions while logging data

— Exceptions that are thrown while logging is in progress can prevent successful logging unless special
care is taken. Failure to account for exceptions during the logging process can cause security
vulnerabilities, such as allowing an attacker to conceal critical security exceptions by preventing them
from being logged. Hence, programs must ensure that data logging continues to operate correctly even
when exceptions are thrown during the logging process.

* Non-compliant Code Example:
— This noncompliant code example writes a critical security exception to the standard error stream:

— Writing such exceptions to the standard error stream is inadequate for logging purposes. First, the
standard error stream may be exhausted or closed, preventing recording of subsequent exceptions.
Second, the trust level of the standard error stream may be insufficient for recording certain security-
critical exceptions or errors without leaking sensitive information. If an I/O error were to occur while
writing the security exception, the catch block would throw an IOException and the critical security
exception would be lost. Finally, an attacker may disguise the exception so that it occurs with several
other innocuous exceptions.
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¢ Compliant Solution:

— This compliant solution uses java.util.logging.Logger, the default logging API provided by JDK 1.4 and
later. Use of other compliant logging mechanisms, such as log4j, is also permitted.

— Typically, only one logger is required for the entire program.

Topic no 102: CASE STUDY — PERL APPLICATIONS SECURITY HARDENING
» Carnegie Mellon Software Engineering Institute

* https://wiki.sei.cmu.edu/confluence/display/perl/SEI+CERT+Perl+Coding+Standard
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* Rulel
» IDS30-PL. Exclude user input from format strings
* Never call any formatted I/O function with a format string containing user input.

* An attacker who can fully or partially control the contents of a format string can crash the Perl
interpreter or cause a denial of service. She can also modify values, perhaps by using
the %n|| conversion specifier, and use these values to divert control flow. Their capabilities are not as
strong as in C [Seacord 2005]; nonetheless the danger is sufficiently great that the formatted output
functions {{sprintf() and printf() should never be passed unsanitized format strings.

* This noncompliant code example tries to authenticate a user by having the user supply a password and
granting access only if the password is correct.
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e This compliant code example avoids the use of printf(), since print() provides sufficient
functionality.

Topic no 103: Case Study Security Hardening — Android

* (IS Benchmarks case study (Google Android 7)

e January 24, 2017
* 87 pages PDF doc
* 1.15 Ensure Android Device Manager is set to Enabled (Not Scored)
* Profile applicability:
- Level 2
— Description: Setup Android Device Manager as a Device Administrator.
* Rationale:

— If you lose your Android device, you could use Android Device Manager to find your device and
also ring, lock, or erase your device data remotely.

* Audit: Follow the below steps to verify that Android Device Manager is enabled:

Tap the System Settings Gear Icon.

Scroll to Personal.

Tap Security.

Scroll to Device administration;

Tap Device administrators.

Verify that Android Device Manager is enabled.

AU S e

¢ Remediation: Follow the below steps to enable Android Device Manager:

7. Tap the System Settings Gear Icon.
8. Scroll to Personal.

9. Tap Security.

10. Scroll to Device administration;
11. Tap Device administrators.
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12. Tap Android Device Manager.
13. Tap Activate this device administrator.

e Impact:
— Google may track your device location anytime.
e Default Value:

— By default, Android Device Manager is not enabled.

Topic no 104: Case Study Security Hardening — Apple 10S 10

* CIS Benchmarks case study (Apple IOS 10)

* May 15,2017
* 138 pages PDF doc
* 3.2.1.12 (L2) Ensure 'Allow modifying cellular data app settings' is set to 'Disabled’ (Not Scored)
* Profile applicability:

— Level 2 - Institutionally Owned Devices

— Description: This recommendation pertains to modifying the use of cellular data by apps.
* Rationale:

— It is appropriate for an institution to have remote locating and erasure capability with their
devices. Forcing cellular data to remain active is a means of supporting this goal.

* Audit:

— From the Configuration Profile:

—

Open Apple Configurator
Open the Configuration Profile
. In the left windowpane, click on the Restrictions tab.

W
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4. In the right windowpane, verify that under the tab

Functionality, that the checkbox for Allow modifying cellular data app settings is unchecked. Or, from the
device:

— Tap Settings.

— Tap General.

— Tap Profile.

— Tap < Profile Name >.

— Tap Restrictions.

— Confirm Changing app cellular data usage not allowed is displayed.

e Remediation:

— Open Apple Configurator.

— Open the Configuration Profile.

— In the left windowpane, click on the Restrictions tab;

— In the right windowpane, under the tab Functionality, uncheck the checkbox for Allow
modifying cellular data app settings.

— Deploy the Configuration Profile.

e (IS Controls:

— 5.1 Minimize And Sparingly Use Administrative Privileges Minimize administrative privileges and only
use administrative accounts when they are required;

— Implement focused auditing on the use of administrative privileged functions and monitor for anomalous
behavior

Topic no 105: CASE STUDY — ASTERISK VOIP SECURITY HARDENING

1. Physically secure your IP PBX and network hardware
» The first step to security of your system

2. Never, Never, Never use the default passwords on any system. (Use Strong Passwords)
» This will stop most of the attacks as hackers use weak passwords to break in

3. Never use the same Username and password on your extensions

* “This is another VERY common issue, especially within the Asterisk community. Using password 101
for extension 101 is asking for big trouble. DON’T DO IT!”

4. Place your PBX behind a Firewall
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* Use VPNs for remote access and limit to specific IP addresses
* Allow access on ports which are absolutely necessary

* Disable anonymous WAN requests (ICMP or PING) access to your IP PBX

5. Use the “permit=" and “deny=" lines in sip.conf

*  “Use the “permit="and “deny=""lines in sip.conf to only allow a small range of IP addresses access to
extension/user in your sip.conf file. This is true even if you decide to allow inbound calls from
“anywhere” (default), it won't let those users reach any authenticated elements!”

6. Keep inbound and outbound routing separate (asterisk)

» This is probably the biggest cause and source of toll fraud. By keeping your inbound call routing in a
different context than your outbound routing, if an intruder does happen to make it into your system, he
can’t get back out again.

Topic no 106: CASE STUDY — ASTERISK VOIP SECURITY HARDENING (2)
7. Limit registration by extensions to your local subnet.

e Restrict the IP addresses your extensions can register onto the local subnet. Asterisk PBXs can use the
ACL (permit/deny) in SIP.conf to block IP addresses. This can fend off brute force registration
attempts.

8. Disable channels and services that are not in use

e Disable channels that you aren’t using like skinny and MGCP. For Asterisk PBXs, you can “unload”
these modules in the /etc/modules.conf file

9. Make it harder for sip scanners (Set “alwaysauthreject=yes”)

e Set “alwaysauthreject=yes” in your sip configuration file. What this does is prevent Asterisk from telling
a sip scanner which extensions are valid by rejecting authentication requests on existing usernames with
the same rejection details as with nonexistent usernames. If they can't find you they can't hack you!

e Another way to make it hard for SIP scanners is to install a SIP port firewall. This will block
“scanning” of port 5060 and 5061 and can disable the attempting endpoint for a specific time when it
detects a violation.

10. Limit and restrict routing and phone number dial plans

e Restrict calling to high-cost calling destination and don’t allow calling to 0900 + Premium numbers)
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Topic no 106: CASE STUDY — ASTERISK VOIP SECURITY
HARDENING (2)

1. Limit registration by extensions to your local subnet.

e Restrict the IP addresses your extensions can register onto the local subnet. Asterisk PBXs can use the
ACL (permit/deny) in SIP.conf to block IP addresses. This can fend off brute force registration
attempts.

2. Disable channels and services that are not in use

e Disable channels that you aren’t using like skinny and MGCP. For Asterisk PBXs, you can “unload”
these modules in the /etc/modules.conf file

3. Make it harder for sip scanners (Set “alwaysauthreject=yes”)

e Set “alwaysauthreject=yes” in your sip configuration file. What this does is prevent Asterisk from telling
a sip scanner which extensions are valid by rejecting authentication requests on existing usernames with
the same rejection details as with nonexistent usernames. If they can't find you they can't hack you!

e Another way to make it hard for SIP scanners is to install a SIP port firewall. This will block
“scanning” of port 5060 and 5061 and can disable the attempting endpoint for a specific time when it
detects a violation.

4. Limit and restrict routing and phone number dial plans

e Restrict calling to high-cost calling destination and don’t allow calling to 0900 + Premium numbers)
5. Audit your system security regularly

Topic no 107: Version Control For IT Assets
* Benefits of version control
» Security implications
- Benefits of version control

» http://its.unl.edu/bestpractices/version-management

1. Organized, coordinated management of changes to software assets by one or many individuals,
some of whom may be geographically dispersed

2. Organized, coordinated management of changes to software assets for emergency hot-fixes,
routine maintenance, upgrades ...& new features with potentially overlapping dev timeframes
(e.g., work on new features occurs simultaneously with work on routine maintenance and/or hot-


http://its.unl.edu/bestpractices/version-management
http://its.unl.edu/bestpractices/version-management
http://its.unl.edu/bestpractices/version-management
http://its.unl.edu/bestpractices/version-management

10.

11.

fixes)
3. An auditable change history (e.g., what changed, when, and by whom)
4. A reliable master copy of what assets are currently in production

5. A reliable master copy of assets from which to build and/or configure the production
environment

6. Reliable copies of previous production versions of assets

7. Ability to see the specific differences between distinct versions of a given asset
Security controls:

— Access control measures

- Privileged management

— Backups
Topic no 108: Version Control Best Practices

Version control best practices

— https://intland.com/blog/sdlc/source-control-management-best-practices/

Starting with the basics, choose a source control system.

Keep your source code in source control (but not files generated / compiled from it).

Ensure the working file is from the latest version of the source file.

Only Check-out the file being worked upon.

Check in immediately after alterations are completed.

Review every change before committing, utilize the diff function!

Commit often, — every commit provides a rollback position.

Make extensive, — detailed notes in the check-in comments about why the changes were made.
Developers must commit their own changes (only).

Use the ignore button for files that should not be committed, consider adding pre-commit filters to
prevent the wrong kinds of file (such as accidental check-in of personal user settings docs) from entering
the source control

Ensure external dependencies are added to the source control, a common problem where everything
works great on the contributing developers system but not elsewhere because they forgot to add


https://intland.com/blog/sdlc/source-control-management-best-practices/
https://intland.com/blog/sdlc/source-control-management-best-practices/
https://intland.com/blog/sdlc/source-control-management-best-practices/
https://intland.com/blog/sdlc/source-control-management-best-practices/

dependent files to the system.

Topic no 109: SECURITY HARDENING - SECURE SOFTWARE
IMAGES

* CIS20 CRITICAL SECURITY CONTROLS
+ CONTROL 5, VERSION 7

» Secure Configuration for Hardware and Software on Mobile Devices, Laptops, Workstations and
Servers

Establish Secure Configurations

* Maintain documented, standard security configuration standards for all authorized operating systems and
software.

Maintain Secure Images

* Maintain secure images or templates for all systems in the enterprise based on the organization's
approved configuration standards. Any new system deployment or existing system that becomes
compromised should be imaged using one of those images or templates.

Securely Store Master Images

» Store the master images and templates on securely configured servers, validated with integrity
monitoring tools, to ensure that only authorized changes to the images are possible.

Deploy System Configuration Management Tools

» Deploy system configuration management tools that will automatically enforce and redeploy
configuration settings to systems at regularly scheduled intervals.

Implement Automated Configuration Monitoring Systems

» Utilize a Security Content Automation Protocol (SCAP) compliant configuration monitoring system to
verify all security configuration elements, catalog approved exceptions, and alert when unauthorized
changes occur.

Topic no 110: SECURITY HARDENING - MANUAL & AUTOMATED
WORK

e Manual & Automated mechanisms for security hardening & validation

e Step 1: Scan an IT asset using Qualys compliance scan, NESSUS compliance scan, or CIS CAT PRO
Tool

— Acquire report of failed controls



Step 2: Apply the failed controls using AD (for Windows) or manually for other systems & devices

Step 3: Use the automated feature of Qualys compliance scan, Nessus compliance scan or CIS CAT Pro
Tool to verify that the applied controls are in place
— Compare the ‘before’ and “after’ report

Step 4: Manually verify if any discrepancy is found (control should be in place but not being validated
by the tool)

Step 5: For any system or device for which the Qualys compliance scan, Nessus compliance scan, or
CIS CAT Pro Tool scan cannot be performed, conduct the validation of control implementation
manually

— Use sampling where necessary during manual validation work to reduce workload
— For example, 15-20 % of assets may be checked at random
— Or 15-20% of controls may be checked on an asset

Topicno 111 & 112 : QUALYS DEMO - SECURITY HARDENING

Lets have a look at how Qualys can aid in the security hardening process

“« C » I 1 W UaYyE. Comm % @

ot st or Companies o of Conpaeies

@ oualys Cloud Platform  Solidions  Mora ~ m

Unparalleled visibility, end-to-end

IT security and compliance for all
your assets f

QUALYS WEBSITE - FREE TRIAL
@ Qualys. Expres

Vulnerability Management v Help v | Nahil Mahmood (

Welcome to QualysGuard Express

Your subscription includes the following applications
Click one to get started

m @D

Vulnerability Management Policy Compliance PCI Compliance Web Application Scanning CertView

72 Total IPs 64 Total IPs 8 Perimeter 5 Web Applications 25 Total IPs

QUALYS GUARD - HOME SCREEN



@ OUQ'YS. Express

Policy Compliance v

Dashboard Policies Scans Reports Exceptions Assets Users

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance.
You'll find helpful information below to get started with your scans.

Steps for a successful scan SKip S tasibaant ¢

) Add IP addresses to scan >

G

Add the IPs/ranges that you want to scan for compliance

a ° Configure scan settings >
Customize the various scanning options required to run a8 scan. These can be saved as profiles for reuse. View compliance profiles provided by Qualys or create a
new profile

Configure authentication >

D Set up authentication records to use the authentication feature (Windows; Linux, Oracle, efc) in order to pedform an in-depth assessment of your assets

POLICY COMPLIANCE — HOME SCREEN

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance
You'll find helpful information below to get started with your scans.

Steps for a successful scan SMip te-Dashiboand »

Configure authentication >

D Set up authentication records to use the authentication feature (Windows, Linux, Oracle, efc) in order to perform an in-depth assessment of your assets.

@ Start your scan >
You're now ready to start scanning! Launch a new compliance scan or schedule your scan to run automatically or on a recurring basis
{5} Build a policy >
Quickly create a new policy based on a scanned host. The service builds the policy for you using the host as a Golden Image. Or import a policy from the Library.

Once you have s policy, go to the Policy Summary to check your compliance status and run reporis

POLICY COMPLIANCE -5 STEPS



Contents Search Back  Print

VM - Vulnerability Management
PC - Policy Compliance
Start Here

Policies

Scans

Reports
PC - SCAP Compliance

SCA - Security Configuration Assessment
Assets
Users

Resources

Onlinge Help

Contact Support...

Account Info

Resources

Training

About

HELP OPTIONS

Scanning - The Basics (for PC Scans)

Good to Know

Recommendation for your first scan
What you can scan

How often you should scan

Scan complete email notification

What to Scan

How do | identify hosts to scan?
Can | exclude hosts from the scan?
Can | scan my IPv6 addresses?
Will the scan impact my hosts?
What are asset groups?

What are asset tags?

:D?, [vHelp v! Nahil Mahmoed (detat-nm1

How to Scan

Which option profile should | use?
How can | customize my scan?
Why should | use authentication?

Which Scanner to Use

Are you scanning internally or externally
Options when scanning asset groups
Do | need to whitelist Qualys scanners?
Scanning through a firewall

Don't see the scanner appliance option
How do | get a scanner appliance?

Recommendation for your first scan

We recommend you start small, maybe one or two [Ps. Review the results, fix the compliance issues found. and re-scan the IPs to\

down you'll feel more comfortable scanning larger sets of IPs

What you can scan

The simple answer to what to scan is this: pretty much anything that's connected to your organization’s network. Here's a list: all roi
common operating systems). workstations, databases, desktop computers, printers. and wireless access devices.

How often you should scan

ONLINE HELP - POLICY COMPLIANCE



Resources

Look to these resources to help you with our cloud security and compliance solutions.

Get Started

Quick Tour

Evaluator's Guide

Community Edition

Securing Amazon Web Services with Qualys

Watch Videos

VM | PC | WAS | WAF | AWS EC2 | Express Lite | More Videos

Get started with your applications

CloudView

Container Security

Indication of Compromise

Web Application Scanning

- Crawling REST services using WAS

- Jenkins Plugin for WAS: user guide | download
- Qualys Browser Recorder: user guide | download
Web Application Firewall

Palicy Compliance

SCAP Compliance

Security Configuration Assessment

PCI Compliance

File Integrity Monitoring

Scan Authentication

Get system and account requirements for
supported technologies below.

L N T ENY TR S

@ Qualys. Training

Training and certification

RESOURCES

Cloud Agents

Cloud Agent Getting Started Guide
Windows Installation Guide

Linux Installation Guide

Unix Installation Guide

Mac Installation Guide

Using a scanner appliance?

Scanner Appliance User Guide

Scanner Appliance Quick Start (prior version)
Virtual Scanner Appliance User Guide

Offline Scanner Appliance User Guide

Consultant Scanner Personal Edition User Guide
Cloud Platforms: AWS | Azure | GCE | OpenStack
Qualys Scanner - Static Route Configuration
Qualys Scanner - VLAN Scanning Guide
Scanner Appliance FAQs

APl Documentation

Qualys API Quick Reference for all APls
Qualys APl (WM, SCA, PC)

Cloud Agent (CA) API

Web Application Scanning (WAS) API
Web Application Firewall (WAF) API
Malware Detection (MD) API

SACK 10 CUBN3 COM

Documentation Community Blog

Video Library Self-Paced Training Instructor-Led Training

Browse tha onling library of videos organized by Take full, self-paced onling fraining classes with Atiend instructor-led ciasses with hands-on labs

fopic to learn key tachniques and to gat hands-on labs and cerlifications on your own and cerf

atons, hald al spacific fimes Inferact

answors lo your speciic questions schadule z2nd at any ime with our axpert trainers elther online or in

son n a traditionsal room sething

Ses All > Sez All » Ses All >

QUALYS WEBSITE - TRAINING



L
vimeo m Login Hostvideosv Sellv Watchv Stock New

Self-Paced Class: Policy 6
Compliance

@ Qualys, Inc

Share

@ Qualys. @ Qualys.

Policy Compliance Overview Policies

TRAINING VIDEOS - VIMEO

Qualys is an excellent tool with detailed online help, training, and resources to aid the new user

@ Qualys. Express

Policy Compliance v

Dashboard Policies Scans Reporis Exceptions Assets Users

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance.

You'll find helpful information below to get started with your scans.

Steps for a successful scan Skip to Dashboard }

€) Add IP addresses to scan >

Y

Add the IPs/ranges that you want to scan for compliance

° Configure scan settings >

&

Customize the various scanning options required to run & scan. These can be saved as profiles for reuse. View compliance profiles provided by Qualys of create a
new profile

D qi ) Configure authentication >

Set up authentication records to use the authentication feature (Windows; Linux, Oracle. etc) in order to perform an in-depth assessment of your assets.

1. ADD IP ADDRESSES TO SCAN



General Information:

Host IPs

HostiPs > Enter1Ps anc ranges in the field baiow. Sea the Heip for propar formatting.

Host Attributes

Add to CarView Module

Add to VM Moduls
(ax: 192 162.0. 200,192 168.0.37-192 168 0 92)

\aldate IPs throush Whois

@ Qualys. Express

Policy Compliance v

Dashboard Policies Scans Reports Exceptions Assets Users

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance
You'll find helpful information below to get started with your scans.

Steps for a successful scan Skip to Dashboard }

Add IP addresses to scan >

Y Add the IPs/ranges that you want to scan for compliance

‘Q ° Configure scan settings >

Customize the various scanning options required to run & scan. These can be saved as profiles for reuse. View compliance profiles provided by Qualys or create &

new profile.

Configure authentication >

Set up authentication records to use the authentication feature (Windows, Linux, Oracle. etc) in order to perform an in-depth assessment of your assets

1. CONFIGURE SCAN SETTINGS



Compliance Profile Information

General Information Scan restriction by Policy

i Status: Disabled
Stan;Settng s ’ Auto Update Expected Value

Status:: Disabled
Additional Settings Control Types

File Integrity Monitoring Controis: Disabled

Custom WMI Query Checks: Disabled

Dissolvable Agent

Dissolvable Agent (for this profile): Disabled

Password Auditing Controls: Disabled

Windows Share Enumeration: Disabled

Windows Directory Search: Disabled

Lite OS Discovery: Disabled

Ports

Scanned Ports: Targeted Scan

Hosts to Scan in Parallel

Use Appliance Parallel ML Scaling: Off

External Scanners: 15

Scanner Appliances: 30

Processes to Run in Parallel

Total: 10

HTTP: 10

Packet (Burst) Delay: Medium

Port Scanning and Host Discovery

Intensity: Normal

@ QUOIYS. Express

Policy Compliance 3

Dashboard Policies Scans Reports Exceptions Assets Users

[E=] Scans PC Scans Schedules Appliances Option Profiles Authentication Setup

() [l (e

Compliance Profile

% Type
| Download...
§ Compliance. SE
¥ & Compliance CIS SCAN TEST PROFILE
-1 (@ Compliance Initial PC Options
) @ Compliance windows-7 scan

NEW COMPLIANCE PROFILE

New Compliance P e

Compliance Profile Title Compliance Profile Title

Scan Titie: * | CI5 SCAN TEST PROFILE

Additional Owner Nahil Mahmood (Manager: detat-nm1) ¥

| Make this a globally available option profile

‘CIS SCAN TEST PROFILE’ CREATED



Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance
You'll find helpful information below to get started with your scans.

Steps for a successful scan BKIp Yo Dashboard; ¥

D @ Configure authentication >

Set up authentication records to use the authentication feature (Windows, Linux, Oracle, etc) in order to perform an in-depth assessment of your asseis.

a
@ 1:33 Start your scan >
You're now ready to start scanning! Launch a new compliance scan or schedule your scan to run automatically or on a recurring basis
{5) Build a policy >
Quickly create a new policy based on a scanned host The service builds the policy for you using the host as a Golden Image. Or import 2 policy from the Library.

Once you have & policy, go to the Policy Summary to check your compliance status and run reporis

2. CONFIGURE AUTHENTICATION

@ QUO'YS. Express

. . ‘ \
Policy Compliang *Vindows Record

Unix Record. ..
Dashboard | oracle Record... 5 Exceptions Assets Users

Oracle Listener Record...

m S acL. Appliances Option Profiles Authentication Setup
MS SQL Record...

[£| | ‘search | Gisco Record..
IBM DB2 Record...
Overview ‘mware EXiRecord

Credentials Brez MySQL Record.. Passing 0 Failing 0 Problematic 0 InVault 0
MariaDB Record

Sybase Record..
Checkpoint Firewall...
PostgreSQL Record..
Palo Alto Networks Firewsll Record..
MongoD8 Record...
Application Records.., b
0 — Authentication Vaults F

Download...

o New v



Record Title Login Credentials
Login Credentials ’ Windows Authentication
IPs Local
Comments ® Domain
Domain type: NetBIOS, User-Selected 1Ps v

Domain name: *

syntax: DOMAIN1T

Login

For compliance scans, irusted scanning is reguired. Trusted scanning allows the service to condu
assessment,

Use the basic login credential or choose to use authentication vault for authenticated scanning
& Basic authentication Authentication Vault

User Name: *

Password:

Welcome to Qualys® Policy Compliance

Thank you for signing up for our cloud based security service for policy compliance
You'll find helpful information below to get started with your scans.

Steps for a successful scan Skip to Dashboard >

Configure authentication >

D Set up authentication records to use the authentication feature (Windows, Linux, Oracle, efc) in order to perform an in-depth assessment of your asseis

Start your scan >

@ You're now ready to start scanning! Launch a new compliance scan or schedule your scan to run automatically or on a recurring basis.

5 Build a policy >

Quickly create a new policy based on a scanned host. The service builds the policy for you using the host as a Golden Image. Or import a policy from the Library.
Once you have g policy, go to the Policy Summary to check your compliance status and run reporis




| reate a New Pol |

"% Policy from Library: Choose from one of the policies in our library.

Find the policy that best suits your needs. Our Compliance Policy Library contains sevaral sample policies based on popular compliance frameworks,
including SCX, HIPAA, CoBIT and more. Click on one of the policies below, and then click Next to import it.

Labels Technologies Policies (6)
Al | | Oracle 11g e T
‘ W a
[] Oracle 12¢ : HITRUST Cyber Security Framework (CSF) for Linux, Version 8.1 :
New [[] Oracle Enterprise Linux 6.x B Version 30 2018 \jiew Description | View Policy "’ , @
Updated [[] Cracle Enterprise Linux 7.x
s [ Oracle WebLogic Server 11g L DISA Security Technical Implementation Guide (STIG) for Red Hat Enterprise Linux 7,
CIS STIG S, P P
[[] Oracie WeblLogic Server 12¢ = V1iR4
Qualys PaloAlto Networks PAN-OS
U i N . ﬂ fersion4D D8 & \fiew Description | View Policy 9
Mandate [] Pivotal tc Server3.x “
[[] Postgresal 9.x
DISA STIG [] Red Hat Enterprise Linux 5.x ‘ % ‘ CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1]
Vendor [T] Red Hat Enterprise Linux 6.x o 8 Version 10 D8P0/2018 View Description | View Policy 3
Red Hat Enterprise Linux 7.x e
[C] sar Adaptive Server — )
Enterprise 16 - [_9 ) CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1 and Level 2] -
Back Next

COMPLIANCE LIBRARY: CIS RED HAT ENT. LINUX 7

Policy Editor &

This policy is locked so it can be used for certification.
Click 'Save As..." to create an editable version of this policy for purposes other than certification

Overview

CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1] v.1.0

Policy Information o] Assigned Technologies (1) &

Red Hat Enterprise Linux 7.

(1)

Sections Technolegies Controls

6 1 295

Status. © Active = Deactivate

Locking: ‘ﬂ Block other users

Last Evsluated: 09/20/2018 at 20:25:44 (GMT+0500)
Created By Nahil Mahmood (detat-nm1)

POLICY EDITOR



Launch Compliance Scan

General Information

Give your scan a name, select a scan profile (a default is selected for you with recommended settings), and choose a scanner fron

Title: SCAN 1
Compliance Profile: CIS SCAN TEST PROFILE v | [BView
Scanner Appliance: VF_xternaI v | [BView
Choose Target Hosts from
Tell us which hosts (IP addresses) you want to scan.
e Assets ) Tags
Asset Groups Select items. O v "hSelect
|Ps/Ranges 192.168.0.1 [ *x Select
Exampls 192.168.0.87-102.168.0.62, 192.165.0.200
Exclude IPs/Ranges | *x Select

LAUNCH COMPLIANCE SCAN

* The scan features may also be adjusted from the main Qualys dashboard

Topic no 113: SECURITY HARDENING - LIFECYCLE

» Security Hardening Lifecycle: Maintaining An Integrated & Current Program

1. Harden IT Asset

5. Pursue Controls s

. b 2. Periodi
Tigak Mgy Require Validation
Additional Working

3. Seek Updates
On Hardening
Benchmarks

4. Implement
Additional Controls

: Harden IT Asset



Pursue the 8 step hardening methodology

2: Periodic Validation

Check periodically (every quarter) for changes to the established standard or baseline

3: Seek Updated On Hardening Benchmarks
» Benchmarks are periodically updated

» Subscribe to feeds from CIS, DISA, NIST NCP (National Checklist Program) Repository

4: Implement Additional Controls

» Update the security controls by studying the changes

5: Pursue & Implement Controls That May Require Additional Working
* Some controls may have caused a crash or malfunction
» Some controls may have not been possible due to dependencies or missing utilities

» Enhance the % of implemented controls

Topic no 114: Hardening When CIS/DISA STIG Not Available
* What type of IT assets do not have a CIS/DISA STIG ?
— Software applications (ASP.NET, PHP, Other)

— Other applications such as asterisk deployments

1. Identify critical 6. Validation of

7.Change
assets '(&as’sé_f control management
‘owner) implementation process for PROD
2.Research on 5. Implement
: 8.Implementon
applicable controls on test ;
; PROD & monitor
security controls setup

3. Checklist of
applicable
controls

4. Document
controlsinto SOP

- Step 2: Research:



— Look up google

— Look for case studies and whitepapers

- Other considerations:
— Implement on test setup
— Test the controls
— Security testing tools
— Perform third-party security testing (penetration testing)
— Vendor best-practices for application security hardening

* With efforts and by following the 8-step methodology, all types of assets can be hardened



Topic no 115: QUALYS POLICY LIBRARIES
Lets have a detailed look at Qualys built-in libraries for creating scanning policies
CIS
QUALYS
MANDATE
DISA

VENDOR

Policy Compliance v ) B Helov

Dashboard Policies Scans Reports Exceptions Assets Users

= Policies | pojicies Controls Mandates Setup

[ Get Started Tutorials: Policies

This is where you can manage your compliance policies and controls

Set Up policies — Explore the Controls Library
= Create a policy to identify a collection of controls used to measure and report compliance D4 e Search for controls, view their details and add your own cu
= # for a set of hosts (Managers and Auditors only)
Policy Compliance v

Dashboard Policies Scans Reports Exceptions  Assets Users

o — - =
-= Policies Policies Controls Mandates Setup
v | New v | l Search ‘ Fiters v |
1 Title Policy 4 Create from Scratch
: ‘ Download... Create from Host... ‘
2 1 Import from XML Fils...
| €IS Benchmark for Red Hat Ent Import from Library.. Level 1]1v.1.0

CREATE NEW POLICY > IMPORT FROM LIBRARY



Labels

New
Updated
Cis
Quslys
Mandate
DISASTIG

Vendor

Create a New Policy

ot
x
3
S o
. >

] Amazon Linux 2 AM)

. New

= Updated ol ] Amazon Linux AMI
' cis i) Apache HTTP Server 22
gl ] Apoche HTTP Server2.4x

. OCuslys ] Apache Tomeat 8¢

Mandate ] Apsche Tomeat 7.x

DISA STIG ] Apache Tomeat 8.x

\endor S]] CentOS 7

| Theckpoint Firewall
| CscoASASX

T Gisen ASA S

a
8]
L] CentOS6x
-
=

p—
Technologies . Policies
[ Msns7x .

[[] MSus8x

[[] mysaL sx

[[] Oracie 11g

[[] Oracle 12¢

[[] Oracle Enterprise Linux 6.x
[[] Oracie Enterprise Linux 7.x
[[] PaloAlto Networks PAN-OS
[] Red Hat Enterprise Linux 5.x
[[] Red Hat Enterprise Linux &.x
[¥] Red Hat Enterprise Linux 7.x
[] Solaris 10.x

™1 Solans 11.x

[#)
)
[

Policy Compliance N

E Policy from Library: Choose from one of the policies in our library.

Find the policy that best suits your needs.
including SOX, HIPAA, CoBIT and more. Click on ane of the policies beiow, and then click Next to import it

Our Compiiance Policy Library contains sevaral sample policies based on popular compiiance frameworks,

Policies (260)

;] CIS Benchmark for SUSE Enterprise Linux Server 10.x v2.0 [Scored] ‘r|
— B vesicn20 02 View Description | View Policy o= ]
’;] CIS Benchmark for Apache Tomcat 6.0 v1.0.0 [Scored and Not Scored, Level 1]

B vesionz20 12012017 View Description | View Policy &

';] CIS Benchmark for Apache Tomeat 6.0 v1.0.0 [Scored and Not Scored, Level 1 and Level

2]
8 vesin20 1201207 View Description | View Policy ﬂ{
;] CIS Benchmark for Apache Tomeat 6.0 v1.0.0 [Scored, Level 1 and Level 2] -

(3) '
CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1] '
@ version 1.0 06202018 View Description | View Policy ] 1

1
CIS Benchmark for Red Hat Enterpnse Linux 7, v2.2.0 [Scored, Level 1 and Level 2) '
B Version 1.0 DER02018 View Description | View Policy Q I
CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 2] 'l
@ version 1.0 DS20/2018 View Description | View Policy L) ',

S WD NS WD NS R NS WS S WM R R WS WER W Wm Wm Wm wm -"’

Dashboard Policies Scans Reports Exceptions Assets Users

- _ -
«== Policies =TT

Controls Mandates Setup

o | Vew v || search || Fiters v

¥ CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Leve! 1 and Level 2 v.1.0

it R s ey e LA i e

CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 [Scored, Level 1 and Level 2] v.1.0

ID: 3722495

Policy Title: CIS Benchmark for Red Hat Enterprise Linux 7, v2.2.0 {Scored, Leve! 1 and Level 2] v.1.0
Lock Status: Locked at import 5

Active: Active ©

Evaluate Now: No

Created By: Nahil Mahmood (detat-nm1)



POLICIES DASHBOARD

E Policy from Library: Choose from one of the policies in our library.

Find the policy that best suits your needs. Our Compliance Policy Library contains sevaral sample policies based on popular compliance frameworks,
including SOX, HIPAA, CoBIT and more. Click on one of the policies below, and then click Next to import it

Labels Technologies Policies (18)
5 ] Msus 10x - ; . = =
O] Ms s 7 sTIe DISA Security Technical Implementation Guide (STIG) for Intemet Explorer 10, VIR15
New [ Msussx L1 @ vVesionan o7es View Description | \fiew Policy =-
Updated [] Red Hat Enterprise Linux 5.x
cls [] Red Hat Enterprise Linux 6.x tme  DISA Security Technical Implementation Guide (STIG) for Windows 8.1, VIR20
[] Red Hat Enterprise Linux 7.x i ~ s
Quslys [] Windows 10 B Version 10 8 \View Description | \View Policy =
Mandate [[] windows 2008 Active
Dirsctory sTIC DISA Security Technical Implementation Guide (STIG) for Windows Server 2008 (non-R2)
[[] Windows 2008 Server DC. VBR39
= Windows 2012 R1/R2 Acti
Vendor O Duactony e B Version 1.0 080212018 View Description | View Policy —-
[[] windows 2012 Server
O 'Sl'r’écc';’f: 2016 Active v Eme  DISA Security Technical Implementation Guide (STIG) for Windows Server 2012 (non-R2) -

- -

DISA STIG

E Policy from Library: Choose from one of the policies in our library.

Find the policy that best suits your needs. Our Compliance Policy Library contains sevaral sample policies based en popular compliance frameworks
including SOX, HIPAA, CoBIT and more. Click on one of the policies beiow, and then click Next to import it.

Labels Technologies Policies (1)
|_| Oracle Enterprise Linux 6.x T
il [] Oracle Enterprise Linux 7.x ?élslys - Security Configuration and Compliance Policy for SAP Adaptive Server Enterprise
New [[] ©Oracte Weblogic Server 11g
Updated D Oracle Weblogic Server 12c B Version 2.0 D7/24/2018 Hide Description | View Policy

[[] Pivotal tc Server 3

cls This policy for 'Security Configuration and Compliance Policy for SAP Adaptive Server Enterprise
[[] PostgresaL s.x 16.0' is based on the ‘CIS benchmark for Sybase ASE 15.0, v.1.1.0". The Policy contains Level 1 and
[[] Red Hat Enterprise Linux 6.x Level 2 'Scored' types of checks from the benchmark. The controls within the policy are configured
= S . on the basis of values specified by CIS benchmark.
Mandoie [[] Red Hat Enterprise Linux 7.x
SAP Adaptive Server
DISA STIG Enterprise 16
Veidie [] vFabric tc Server 2.9.x

[] windows 10
[[] window:
vs 2000 Active -

a0k o " Next

QUALYS SAP ADAPTIVE SERVER ENT 16



eate a New Pol |

lﬁ Policy from Library: Choose from one of the policies in our library.
Find the policy that best suits your needs. Our Compliance Policy Library contains sevaral sample policies based on popular compliance frameworks,
inciuding SOX, HIPAA, CoBIT and more. Click on cne of the policies below, and then click Next to import it

Labels Technologies Policies (17)
Al [[] VMware ESX/ESXi 4.x -

[J VMware ESXi 5:x =) VMWare vSphere Security Hardening Guide for ESXi 6.x
New [] VMware ESXi 6.x @ 8 o .

= Jersion 3.0 D3/M1/2018 \few Description | View Policy o
Updated [[] Windows 10
o [] windows 2008 Active Directory
= [[] Windows 2008 Server =) Microsoft Security Compliance-Manager (SCM) Baseline for Windows Server 2012 R2

Qualys [[] windows 2012 Server — ) [Member Server]
Mandate [[] windows 2016 Server B Version20 09202016 \iew Description | View Folicy =.

[[] windows 7
DISA STIG D Windows 8

' =) Microsoft Security Compliance Manager (SCM) Baseline for Windows 8.1

Vendor [[] windows 8.1 = m

[] Windows Server 2012 R2 B Version30 08202018 View Description | View Policy B

=\ Mirrncnft Qariribe Camnlianca Mananar (SCM\ Racaling far Windawe 10 varcinn 1511 b4
ook Ve

VENDOR POLICIES

Qualys has a vast number of options for Compliance Scans, and these should be fully explored through
the Qualys trial



Topic no 116: Security Hardening For Outsourced I'T Assets

IT Outsourcing

Mechanism to harden outsourced IT assets

Important considerations

I'T Outsourcing examples:
— Call centers
— Hosted servers
— Software development
— Workstation helpdesk functions
— Network services

— Any other arrangement

« Mechanism:

Information Security Policy

Vendor contract (right-to-audit clause)

Set up security project with security project manager

Periodic reviews

Penalties for non-compliance

- Important considerations:

— Enter security requirements into RFP

Part of vendor evaluation

Proceed with contract including InfoSec clauses

Awareness training

- Security evaluations:

— Include outsourced scope in periodic internal audit



— Ask for third-party security review
— Vulnerability assessment and penetration test (if applicable)

— Spot security checks



Topic no 117: What is Vulnerability Management?

e What is vulnerability?
— Vulnerability is a cyber-security term that refers to a flaw in a system that can leave
it open to attack. Vulnerability may also refer to any type of weakness in a
computer system itself, in a set of procedures or in anything that leaves information
security exposed to a threat.

« How do you fix vulnerabilities?

— Computer users and network personnel can protect computer systems from
vulnerabilities by keeping software security patches up to date. These patches can
remedy flaws or security holes that were found in the initial release. Computer and
network personnel should also stay informed about current vulnerabilities in the
software they use and seek out ways to protect against them.

« What is vulnerability management?
— Vulnerability management is the "cyclical practice of identifying, classifying,
remediating, and mitigating vulnerabilities™

« What is vulnerability assessment (VA)?
— A process that defines, identifies, and classifies the security holes (vulnerabilities)
in a computer, network, or communications infrastructure.

« What are some of the common vulnerability scanners?
— OpenVAS
— Nessus
— Qualys
— Rapid7

Topic no 118: What Are The Steps In VM L.ifecycle?

VM Steps:

Analyze assets
Prepare scanner

Run vulnerability scan
Assess results

Patch systems

Verify (re-scan)

o gk wbhE


https://en.wikipedia.org/wiki/Software_vulnerability

1. Analyze Assets:

Examine assets to scan

Gather details on IP subnet

Look at potential issues with network traffic
Inform asset owners and relevant department heads



2. Prepare Scanner:
— Set scanner parameters
— Select type of scan
— Look at credentials-based scan
— Explore and research plug-ins
— Do atest run
— Coordinate with asset owner

3. Run Vulnerability Scanner:
— Run the automated scan
— Monitor network performance degradation issues
— Generate report

4. Assess Results:
- Evaluate results
— Prioritize according to the risk level
— Collate results for asset owners
— Communicate the results and remediation timelines

o

Patch Systems:
— Research vulnerabilities
— Evaluate fixes and remediation method
— Test the patches and fixes
— Apply patches/fixes
— Monitor results

(o2}

. Verify (Re-scan)
— Re-scan to confirm that the vulnerability scanner gives a positive report
— Collate results of vulnerability scan
— Report findings



Topic no 119: Why Is Software Insecure?

Software is everywhere in IT

Software is being developed in a manner which leaves many defects which may be exploited by
attackers

Race to meet software deadlines with little emphasis on security

Result: insecure software

Gary McGraw, “trinity of trouble” for software security:

— Connectivity; ever-increasing computer connectivity & to the internet enhances
exposure to attacks

Extensibility: “Second, an extensible system is one that supports updates and extensions and thereby
allows functionality to evolve incrementally. Web browsers, for example, support plug-ins that enable
users to install extensions for new document types. Extensibility is attractive for purposes of increasing
functionality, but also makes it difficult to keep the constantly-adapting system free of software
vulnerabilities.”

Complexity: Software systems are growing exponentially in size and complexity, which makes
vulnerabilities unavoidable.

Carnegie Mellon University's CyLab Sustainable Computing Consortium estimates that commercial
software contains 20 to 30 bugs for every 1,000 lines of code and Windows XP contains at least 40
million lines of code That’s 1 million bugs in Windows XP

Monoculture: Dan Greer: “The security situation is deteriorating, and that deterioration compounds
when nearly all computers in the hands of end users rely on a single operating system subject to the
same vulnerabilities the world over.”

Topic no 120: Why Is A VM Program Required?

What is a patch?
- “A patch is a piece of software designed to update a computer program or its
supporting data, to fix or improve it. This includes fixing security vulnerabilities
and other bugs”

What is patch management?

— Patch management is an area of systems management that involves acquiring,
testing, and installing multiple patches (code changes) to an administered computer
system.

Patch management tasks :

— Maintaining current knowledge of available patches, deciding what patches are


http://www.wired.com/software/coolapps/news/2004/12/66022
http://www.wired.com/software/coolapps/news/2004/12/66022
http://www.wired.com/software/coolapps/news/2004/12/66022
http://www.wired.com/software/coolapps/news/2004/12/66022
http://searchservervirtualization.techtarget.com/definition/systems-management

appropriate for particular systems, ensuring that patches are installed properly,
testing systems after installation, and documenting all associated procedures, such
as specific configs required.

Risk of not patching:

— By not applying a patch you might be leaving the door open for a malware attack


https://ist.mit.edu/security/malware

— Malware exploits flaws in a system in order to do its work. In addition, the
timeframe between an exploit and when a patch is released is getting shorter

— Defects in clients like web browsers, email programs, image viewers, instant
messaging software, and media players may allow malicious websites, etc. to infect
or compromise your computer with no action on your part other than viewing or
listening to the website, message, or media

A VM program addresses timely management of patching to ensure that vulnerabilities are not
present for hackers to exploit

Topic no 121: What Is CVE & Vulnerability Database?

« Whatis
CVE?
— CVE is a list of information security vulnerabilities and exposures that aims to
provide common names for publicly known cyber security issues. The goal of CVE
Is to make it easier to share data across separate vulnerability capabilities (tools,
repositories, and services) with this "common enumeration."

SNAPSHOT OF US-CERT VULNERABILITY BULLETINS

<« C | @ Secure | httpsy//www.us-cert.gov/ncas/bulletins/SB17-191 v @
i Apps Industry Contacts List of Companies - List of Companies - List of Companies G BD Activities Certification & Trair IT Training Compan »
High Vulnerabilities
Primary Description Published | CVSS Source &
Vendor - Product Score Patch Info
cisco - elastic_services_controller A vulnerability in certain commands of Cisco Elastic Services Controller 2017-07-05 | 90 |CVE-2017-
could allow an authenticated, remote attacker to elevate privileges to root 6712
and run dangerous commands on the server. The vulnerability occurs BID
because a "tomcat” user on the system can run certain shell commands CONFIRM

allowing the user to overwrite any file on the filesystem and elevate
privileges to root. This vulnerability affects Cisco Elastic Services Controller
prior to releases 2.3.1.434 and 2.3.2. Cisco Bug IDs: CSCvc76634

cisco - elastic_services_controller A vulnerability in the Play Framework of Cisco Elastic Services Controller 2017-07-05 | 10.0 |CVE-2017-
(ESC) could allow an unauthenticated, remote attacker to gain full access to 6713
the affected system The vulnerability is due to static, default credentials for BID#
the Cisco ESC Ul that are shared between installations. An attacker who can CONFIRM

extract the static credentials from an existing installation of Cisco ESC could
generate an admin session token that allows access to all instances of the
ESC web Ul. This vulnerability affects Cisco Elastic Services Controller prior

to releases 2.3.1.434 and 2.3.2. Cisco Bug IDs: CSCvc76627
cisco - ios_xr A vulnerability in the CLI of Cisco I0S XR Software could allow an 2017-07-03 | 7.2 |CVE-2017-
authantiratad lneal attankar tn alausta nrvilanae th tha rant laual Mars R712

« Whatis NVD?
— The NVD is the CVE dictionary augmented with additional analysis, a
database, and a fine- grained search engine. The NVD is a superset of CVE.
The NVD is synchronized with CVE such that any updates to CVE appear
immediately on the NVD.


https://cve.mitre.org/cve/index.html
https://cve.mitre.org/about/terminology.html
https://cve.mitre.org/about/terminology.html

SNAPSHOT OF NATIONAL VULNERABILITY DATABASE - NVD



3 Apps Industry Contacts Listof Companies List of Companies List of Companies G BD Activities Certification & Trair 1T Training Compan » Othert

Computer Security Resource Center

National Institute of

National Vulnerability Database Standards and Technology

# General v # Vuinerabilities » 45 vulnerablity Metrics « # Products & Conngurations (CCE) Qinfo v + Other Sites v Q search

ulnerabiities » Detall

1k CVE-2017-10788 Detail

Current Description © Quick Info

The DBD::mysgl module CVE Dictionary Entry: CVE-2017-
e e b :

apy

atior

by relying on Original release date: 07/01
Last revised: 07/12
Source: U

Impact

« What is the NVD severity score?

— The NVD uses the Common Vulnerability Scoring System (CVSS) Version 2,
which is is an open standard for assigning vulnerability impacts that is used by a
variety of organizations

— NISTIR 7946 - CVSS Implementation Guidance describes methodologies
developed by the NVD for using CVSS, and along with Appendix B describes the
NVD’s entire vulnerability assessment process.

SNAPSHOT OF CVE-2017-10788

1k CVE-2017-10788 Detall

Current Description

The DBD::mysql module through 4.043 for Perl allows remote attackers to cause a denial of service (use-after-free and
application crash) or possibly have unspecified other impact by triggering (1) certain error responses from a MySQL
server or (2) a loss of a network connection to a MySQL server. The use-after-free defect was introduced by relying on
incorrect Oracle mysql_stmt_close documentation and code examples.

Source: MITRE Last Modified: 07/01/2017 = Hide Analysis Description

Analysis Description

The DBD:mysgl module through 4.043 for Perl allows remote attackers to cause a denial of service (use-after-free and
application crash) or possibly have unspecified other impact by triggering (1) certain error responses from a MySQL
server or (2) a loss of a network connection to a MySQL server. The use-after-free defect was introduced by relying on
incorrect Oracle mysgl_stmt_close documentation and code examples.

Source: MITRE  Last Modified: 07/01/2017



http://www.first.org/cvss/v2/guide
http://www.first.org/cvss/v2/guide
http://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7946.pdf
http://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7946.pdf

Impact

CVSS Severity (version 3.0):
CVSS v3 Base Score: 2.3 Critical
Vector: CVSS:3.0/AV-N/AC L/
{legend)

)

Impact Score:
Exploitability Score:

©w
w

CVSS Version 3 Metrics:

Attack Vector (AV): Network
Attack Complexity (AC): Low
Privileges Required (PR): None
User Interaction (Ul): None

Scope (S): Unchanged

Confidentiality (C): High
Integrity (1): High
Availability (A): High

CVS5 Severity (version 2.0):

CV55v2 Base Score: 7.5 HIGH
Vector: (AV:N/AC.L/AUN/C:PNPIAP) (legend)
Impact Subscore: 6.4
Exploitability Subscore: 10.0

CWSS Version 2 Metrics:

Access Vector: Network exploitable
Access Complexity: Low
Authentication: Not required to exploit
Impact Type: Allows unauthorized disclosure of information; Allows
unauthorized modification; Allows disruption of
service

Note that all the major vendors publish their security vulnerabilities online

— Microsoft
— Oracle

— Cisco

— Etc

Topic no 122: What Is An Exploit?

What is an exploit?

— Program or some code that takes advantage of a security hole (i.e. a vulnerability) in an
application or system, so that an attacker can use it for their benefit.



- Remote exploit:

— A remote exploit works over a network and exploits the security vulnerability without any prior
access to the vulnerable system.

- Local exploit:

— Allocal exploit requires prior access to the vulnerable system and usually increases the privileges
of the person running the exploit past those granted by the system administrator.

- Exploit database:

— The Exploit Database is a CVE compliant archive of public exploits and corresponding
vulnerable software, developed for use by penetration testers and vulnerability researchers.
Our aim is to serve the most comprehensive collection of exploits gathered through direct
submissions, mailing lists, as well as other public sources, and present them in a freely-available
and easy-to-navigate database.

— The Exploit Database is a repository for exploits and proof-of-concepts rather than advisories,
making it a valuable resource for those who need actionable data right away.

€« C & Secure | nttps//www.exploit-db.com * ® Q2
3 Apps Endustry Contacts ist of Companies List of Companies List of Companies & BD Activities Certfication & Train 1T Training Compar » Other boskmarks
5'&'%5"::%‘: ome  Biplois  Shelkode  Papers  GoogleHacking Database  Submic  Search
Remote Exploits @ f|w|0|n
for remote S OF- 3pf
DateAdded D A V Title Platform Author
2017-07-14 < & Firefox50.0.1 - ASM.JS JIT-Spray Remote Code Execution Windows RhO
(& Skype for Business 2016 n55-Site Scrpting
N7-07-11 & Microsoft ws Window
2017-07-08 A & EasyFile Sharing Web S 7.2 - GET Request 'PassWD'B

& GosutnDial thentication Byoass

Web Application Exploits

SNAPSHOT OF EXPLOIT CODE


http://cve.mitre.org/data/refs/refmap/source-EXPLOIT-DB.html

EDB-ID: 42327 Author: RhO Published:

CVE: CVE-2016-9079... Type: Remote Platform: Windows
Aliases: N/A Advisory/Source: Link Tags: N/A
E-DB Verified: (3 Exploit: § Download /[ View Raw  Vulnerable App: N/A

<!DOCTYPE HTML>

il

375)

FULL ASLR AND DEP BYPASS USING ASM.JS JIT SPRAY (CVE-2017-5
PoC Exploit against Firefox 5@.0.1 (CVE-2016-9079 - Tor Browser @day)

Tested on:

Release 50.8.1 32-bit - Windows 8.1 / Windows 18
https://ftp.mozilla.org/pub/firefox/releases/5@.08.1/win32/en-US/Firefox%208Setup%2050.0.1.exe

Howto:

1) serve PoC over network and open it in Firefox 50.9.1 32-bit
2) if you don't see cmd.exe, open processexplorer and verify that cmd.exe was spawned by firefox.exe

A successfull exploit attempt should pop cmd.exe

- Zero-day exploit:

— A zero day vulnerability refers to a hole in software that is unknown to the vendor. This security
hole is then exploited by hackers before the vendor becomes aware and hurries to fix it
this exploit is called a zero day attack.

Topic no 123: Effective Vulnerability Management: Stage 2

Another look at the security transformation model
+ Stage 1: Security hardening
— Taking stock of your assets
— Prioritizing the assets
— Establishing an MSB
— Implement security controls with CIS/DISA/Other benchmarks
— Basic/broader security hardening
* Note that Stage 1 (Hardening) and Stage 2 (Patching) are shown sequentially to show priority
* In practical terms, the two efforts may be done slightly staggered depending upon resources available
» Establish one program and then the other

« Stage 1 (Hardening) is equivalent to tightening all the screws on machinery and will reduce impact of an
attack (like a shield)



Stage 2 (Patching) will seal all the entry points for an attacker to gain access or to penetrate a system

Note that both Stage 1 and Stage 2 are equally important and necessary and assist in enhancing the
security posture in their unique manner

Topic no 124: Security Breach Case Study 1: Home Dept 2014
56 million payment cards compromised
Early September 2014

Sequence of events:

— The attackers were able to gain access to one of Home Depot’s vendor
environments by using a third-party vendor’s logon credentials

— Then they exploited a zero-day vulnerability in Windows, which allowed them to
pivot from the vendor-specific environment to the Home Depot corporate
environment.

— Once they were in the Home Depot network, they were able install memory
scraping malware on over 7,500 self-checkout POS terminals (Smith, 2014).

— This malware was able to grab 56 million credit and debit cards. The malware was
also able to capture 53 million email addresses (Winter, 2014).

— The stolen payment cards were used to put up for sale and bought by carders. The
stolen email addresses were helpful in putting together large phishing campaigns.

Home Depot didn’t have secure configuration of the software or hardware on the POS terminals.
There was no proof of regularly scheduled vulnerability scanning of the POS environment.

They didn’t have proper network segregation between the Home Depot corporate network and the POS
network.

Overall: several controls missing, vendor management of IDs and access management missing, and
monitoring of the network was missing

Topic no 125: Security Breach Case Study 2: Anthem
Health Insurer Anthem

Affected 78.8 million individuals



- Sequence of events:

— Data breach began on Feb. 18, 2014, when a user within one of Anthem's
subsidiaries opened a phishing email containing malicious content


http://www.healthcareinfosecurity.com/breach-response-c-324

Opening the email launched the download of malicious files to the user's computer and
allowed hackers to gain remote access to that computer and dozens of other systems
within the Anthem enterprise, including Anthem's data warehouse

Starting with the initial remote access, the attacker was able to move laterally
across Anthem systems and escalate privileges, gaining increasingly greater ability to
access information and make changes in the environment

The attacker utilized at least 50 accounts and compromised at least 90 systems within
the Anthem enterprise environment including, eventually, the company's enterprise
data warehouse a system that stores a large amount of consumer personally
identifiable information

Queries to that data warehouse resulted in access to an ex filtration of approximately
78.8 m unique user records

Vulnerabilities:

— Exploitable vulnerabilities were found in anthem network

— User security awareness training conducted to prevent phishing and social
engineering

Remediation measures:

— Implemented two-factor authentication on all remote access tools, deployed a
privileged account management solution and added enhanced logging resources
to its security event and incident management solutions

— Further, the company conducted a complete reset of passwords for all privileged
users, suspended all remote access pending implementation of two-factor
authentication and created new Network Admin IDs

Topic no 126: Best Practices For Applying Security Patches

"The risk of implementing the service pack, hotfix and security patch should ALWAYS be LESS than
the risk of not implementing it."

“You should never be worse off by implementing a service pack, hotfix and security patch. If you are
unsure, then take steps to ensure that there is no doubt when moving them to production systems.”


http://www.healthcareinfosecurity.com/authentication-c-206

1. Use a change control process

— A good change control procedure has an identified owner, a path for customer
input, an audit trail for any changes, a clear announcement and review period,
testing procedures, and a well- understood back-out plan.

— Change control will manage the process from start to finish



2. Read all related documentation:

© N kW

— Before applying any service pack, hotfix or security patch, all relevant
documentation should be read and peer reviewed. The peer review process is
critical as it mitigates the risk of a single person missing critical and relevant points

when evaluating the update
— Ensure the update is relevant, and will resolve an existing issue

— Ensure adoption won't cause other issues resulting in a compromise of the production
system

— There are dependencies relating to the update, (i.e. certain features being enabled or
disabled for the update to be effective.)

— Potential issues will arise from the sequencing of the update, as specific
instructions may state or recommend a sequence of events or updates to occur
before the service pack, hotfix or security patch is applied

Apply updates on a need-only basis
Testing

Plan to uninstall

Working backup and production downtime
Always have roll-back plan

Don’t get more than 2 service packs behind

Topic no 127: Who Conducts Vulnerability Management

A number of teams and resources may be involved in the VM lifecycle

H ACTIVITY TEAM SUPPORTED

ANALYZE ASSETS INFOSEC IT OPS TEAM
2 PREPARE SCANNER INFOSEC -
3 RUN VULNERABILITY INFOSEC -

SCAN

4 ASSESS RESULTS INFOSEC IT OPS TEAM
5 TEST & PATCH SYSTEMS IT OPS TEAM INFOSEC
6 VERIFY (RE-SCAN) INFOSEC IT OPS TEAM
7 REPORT FINDINGS INFOSEC IT STEERING

COMMITTEE



- Role of Infosec team:

Takes the primary ownership of the vulnerability management process
Runs scanning after coordinating with the relevant IT Ops team
Shares scanning reports with IT teams and management

Tracks remediation timelines

Understands criticality issues and helps to prioritize

Studies the security patch details as a backup resource

Assists with change management process

- Role of IT Ops team:

Owner of the IT asset

Receives the vulnerability scan report from Infosec team

Studies the vulnerability

Understands criticality, impact, & dependencies

Helps Infosec team develop a project plan (if required) and timelines for the patching
Tests the patches in test environment

Takes backups, develops roll-back plan

Takes downtime and takes ownership of the change management process
Implements the patches

Monitors the systems after patch implementation

Rolls-back if necessary

Creates the necessary documentation



Topic no 128: Nessus Features

Lets take a look at Nessus features

Nessus (Reports):
— Customize reports to sort by vulnerability or host
— Create an executive summary or compare scan results

— Targeted email notifications of scan results
Nessus (Scan Types):

— Asset discovery
— Un-credentialed vulnerability discovery
— Credentialed scanning for system hardening & missing patches

Nessus (Compliance & Config Scans):

— Compliance auditing: FFIEC, FISMA, CyberScope, GLBA, HIPAA/ HITECH,
NERC, PCI, SCAP, SOX

— Configuration auditing: CERT, CIS, COBIT/ITIL, DISA STIGs, FDCC, ISO, NIST,
NSA

Nessus (Risk scores):

— Vulnerability ranking based on CVE, five severity levels (Critical, High, Medium,
Low, Info), customizable severity levels for recasting of risk

Nessus is a cost-effective scanner that gets most of the job done for vulnerability scanning
It has CIS and DISA compliance templates

Has some flaws and bugs but overall useful tool
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Topic no 129: Qualys Features

* Qualys:

— Cloud-based service

— On-premise device

— Complete suite

— Scalable and immediate deployment

— Asset discovery; find and organize hosts
— Prioritize & manage remediation tickets
— Continuous monitoring service

— Policy compliance scanning

— Qualys Secure Seal for websites

Host Details
10.10.25.85
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10.10.25.80 IP: 10.10.25.65
Domain: No registered h
10.10,25.84 Status: Reachable
~ 0s: Windows 2003
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Scannable:  Scan now
10.10.25.62 Discovery:  ICMP
TCP Port 135
10.10.25.1
TCPPort 139
: 10.10.25.31 TCP Port 445
10.10.0,10 (185 TCP Port 53
TCP Port 80
10102552 TCP Port 88
TCPRST
UDP Port 137
= 10.10.25.56 UDP Port 53
®aon 5 n -
lasiisils O et e & e b o [—r-Y]
® auaws [ i i
Wulnerability Management BB reev e Gan rwagw gt _
Dsshbosrd  Sena  Repsms  Romes Assas K Qass  Usens i
- o D i d Yow Yo Paiaes Mat v et Moate Ve A%
Temmmue N | Dushbowd 13,843 74,749 2251 = oy
P EEREEE 7 Voot stecous OO0 N ::‘»:
suEES ey
RN 0 Vot e d
R 1 Vet v AR wen
0 RN 5 VAo Wonour e | Un—
PO 3 s Mg e Py e un-
P RS 0 Vot WAOIC et SN 1000
- N 5 Veront g e Py et
& = e
B = . l I I oo
:""::. - NTRA, Bertaton Compunat Biorigon sl
oz T T e
: > e [ — =
i — T S
wonsd W e
i o o e
T s e T [}t
Vomrat [ e ] re
s r— S

... O Ama

o



Patch Report

et Summary
oy Qualys Training =
adon: 01102014
149 14