€S205 - Information Security (Quiz No.2) Quiz Start Time: 03:05 PM, 06 June 20:

Question #10f 10 ( Start time: 03:05:37 PM, 06 June 2023 ) Total Mark
Policy & compliance practice of "governance” function of software assurance maturity model is focused
O e e ———t
Digital |d
Select the correct option
on establishing a framework within an organization for a software securlty assurance program
)
L\. l'l

O

®

On proactively specifying the expected behavior of software with respect to security

Understanding and meeting external legal and regulatory requirements

| On arming personnel involved in software lifecycle with knowledge and resources to design develop and deploy secure
() |software

Click to Save Answer & Move to Next Question
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Policy & compliance practice of "governance” function of software assurance maturity model is focused
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Select the correct option

on establishing a framework within an organization for a software security assurance program

On proactively specifying the expected behavior of software with respect to security

\

Understanding and meeting external legal and regulatory requirements

—
@

On arming personnel Involved in software lifecycle with knowledge and resources to design develop and deploy secure
() |software

Click to Save Answer & Move to Next Question
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tuestion # 3 of 10 ( Start time: 02:06:10 PM, 06 June 2023 ) Total Marks: |

As per CIS control “sa” login account must be ________

Digital world vu U tube chanel

ielect the correct option
pt #) Reload Math Equations
|
| REMAMED

LUNCHANGED
O

DISABLED
P
II\.

DELETED

Click to Save Answer & Move to Next Question
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Juestion # 4 of 10 ( Start time: 03:06:27 PM, 06 June 2022 ) Total Marks: |

Maturity level 3" for “security architecture” security practice in software assurance maturity model represents?

Select the correct option

| Direct the software design process to known secure services and secure by-default design

®

O

O

Formally control the software design process and validate utilization of secure components

Consider security explicitly during software security requirements

Increase granularity of security requirement derived from business logic

Click to Save Answer & Move to Next Question
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Question # 6 of 10 ( Start time: 03:06:50 PM, 06 June 2023 ) Total Marks: |
Shells with ___ _ __ ____ permissions give the abllity to maliciously modify the shell to obtain unauthorzed access
D L] [
Igital world vu U tube chane

Select the corract option ) Reload Math Equations

world/group-delete

world/group-write

world/group-append

world/group-read

Click to Save Answer & Move to Next Question
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Question # 7 of 10 ( Start time: 03:07:03 PM, 06 June 2023 ) Total Marks:

A_________ attackis a denial-of-sennce attack

Select the correct option

£ Reload Math Equations

Password Attack

SYN-flood Attack

50QL injection Attack

Phishing Attaock

Click to Save Answer & Move to Next Question
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Time Left B
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Question # 9 of 10 ( Start time: 03:07:39 PM, 06 June 2023 )

Total Marks: 1

In terms of security hardening ot a web browser, IDN standsfor _________ _ .

Digital world vu

Select the correct option

#) Reload Math Equations

Internal Domain Name

O

o —

Internationalized Domain Name

|

intermeadiate Domaln Name

| Inline Domain Name

Click to Save Answer & Move to Next Question
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Default value of oracle “rermote_os_roles” parameter is

Select the correct option

#) Rreload Math Equations

FALSE

TRUE

Click to Save Answer & Move to Next Question
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Question # 10110 ( Start time: 06:24:31 PM, 06 June 2023 ) Total Marks:

Which of the following security practices come under "governance” function of software assurance maturity model?

Digital world vu U tube chanel

Select the correct option

Threat assessment, security requirements, security architectura
Education & guidance, policy & compliance, strategy & metrics

Design review, code review, security testing

Environment hardening, vulnerability management, operational enablement

Click to Save Answer & Move to Next Question
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Question # 3 of 10 ( Start time: 06:24:58 PM, 06 June 2023 ) Total Marks:

Which of the following security practices come under “construction” function of software assurance maturity model?

Digital world Vu u tube chanel

Select the correct option

®

Threat assessment, security requirements, security architecture

Education & guidance, policy & compliance, strategy & metrics

O

Threat assessment, vulnerability management, security testing

O

Design review, code review, security testing

Click to Save Answer & Move to Next Question
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Question # 4 of 10 ( Start time: 06:25:21 PM, 06 June 2023) Total Marks:
i

“Autoplay must be disabled for all the drives”, this rule in DISA belongsto ________ severity level

Select the correct option
pt o Reload Math Equations

B CATI1
Y
®
CAT 4
) CAT 2
( )
CAT 3
|

Click to Save Answer & Move to Next Question
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e —e——- protocol Is used far remote administration of a system ‘

—Digital world Vu—u tube char

Select the correct option

#) Reload Math Equations

HTTP

RIP
0y
'\‘__)
S5H
FTR
Yy
\_/

Click to Save Answer & Move to Next Question
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€5205 - Information Security (Quiz No.2) Quiz Start Time: 06:24 PM, 06 June 202

Question # 6 of 10 ( Start time: 06:25:39 PM, 06 June 2023 ) Total Marks

Maturity level "3" for "security architecture” security practice in software assurance maturity modasl represents?

M. Qasim 03337435091

Select the correct option

Direct the software design process to known secure services and secure by-default design

Formally control the software design process and validate utilization of secure components

Consider security explicitly during software security requirements

Increase granularity of security requirement derived from business logic

Click to Save Answer & Move to Next Question
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Quiz Start Time: 06:24 PM, 06 June 2023

Question # 7 of 10 ( Start time: 06:25:48 PM, 06 June 2023 )

Total Marks: |

In security hardening for Solaris,

Select the correct option

command is used to check any shells found on the system,

# Reload Math Equations

# find [ -name “*sh” | xargs -ni Is -t

# chmod 0755 <shell>

# cat fetofshells | xargs -nlls - 1L

# find [ -hash *sh” | xargs -nl s =1L

Click to Save Answer & Move to Next Question
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Question # B of 10 ( Start time: 06:25:57 PM, 06 June 2023 ) Total Marks: |

protocol can be used for remote administration of systems without any secondary encryption channel

Select the correct option .
# Rreload Math Equations

TELMET
= SSH N »
] H'rr:i
- SMTP

Click to Save Answer & Move to Next Question
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Question # 9 of 10 ( Start time: 06:26:07 PM, 06 June 2023 ) Total Marks: |

For security hardening of Internet Explorer browser, users can allow or deny add-ons through

Select the correct option :
# Reload Math Equations

Domain Admins

Active Directory

Acdld-0n Manager

Work Group

Click to Save Answer & Move to Next Question
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Question # 10 of 10 ( Start time: 06:26:20 PM, 06 June 2023 ) Total Marks:

Which of the following protocols are used for remote administration of a system?

Select the correct option

TCPand IP

TCP and UDP

SSH and FTP

SSH & Telnet

@)

Click to Save Answer & Move to Next Question
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Question # 2 of 10 ( Start time: 06:58:41 PM, 06 June 2023 ) Total Marks:

Which of the following security practices come under "construction” function of software assurance maturity model?

Select the correct option

Threat assessment, vulnerability management, security testing
Design review, code review, security testing

Threat assessment, security requirements, security architecture

Education & guidance, policy & compliance, strategy & metrics

Click to Save Answer & Move to Next Question
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Question # 4 of 10 ( Start time: 06:59:13 PM, 06 June 2023 ) Total Marks: |

Maturity level “3" for “security architecture” security practice in software assurance maturity model represents?

Select the correct option

Direct the software design process to known secure services and secure by-default design
./
Consider security explicitly during software security requirerments
) Increase granularity of security requirement derived from business logic
W,
Formally control the software design process and validate utilization of secure components
(@

Click to Save Answer & Move to Next Question

Scanned with CamScanner




BC220403394: FIRDOS SHAH Time Left
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Question # 5 of 10 ( Start time: 06:59:35 PM, 06 June 2023 ) Total Marks:

In terms of security hardening of a web browser, IDN standsfor __________

|
r i
_-'.--_T

Select the correct option ) i @) Foiosc Nt Ecuctions

Internal Domain Name
Feo
)
= I 1E|E|I'fT'IE|Clt<'ITE Domain Name
Internationalized Domain Name
l.f"‘a
(@)
|
i Inline Domain Name
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Question # 7 of 10 ( Start time: 07:00:12 PM, 06 June 2023 )

Autoplay must be disabled for ail the drives”, this rule in DISA belongs to

Select the correct option

AliBaba Dastaan-e-Kabul ...
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3

Time Left 7
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Total Marks:
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