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Question # 10 of 10 ( Start time: 11:11:47 PM, 08 July 2025)

While implementing the 4-layer security transformation model.

Select the correct option

It is suggested to have a high level and minimal (concise) policy in place
@

It will be challenging to find suitable and trained security resources
Policies and procedures are not at all required

There should be absolutely no policy in place
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Question # 9 of 10 ( Start time: 11:11:20 PM, 08 July 2025 )

Why should we use scap validated vulnerability scanner?

FOR LMS HANDLING
select the correct optibh ON TACT: 0324-9427076

Because of excellent reporting feature

Because it looks for code-based vulnerabilities

11
1]
]

| Because it looks for both code-based and configuration-based vulnerabiiities

1
1
i

i | Because of in-depth scanning feature

%
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Question # 8 of 10 ( Start time: 11:11:01 PM, 08 July 2025 )
From which type of systems URL requests should be logged in order to identify potantially rralicious gty

Select the correct option

Off-site devices

Each of the organization’s system

On-site devices

Mobile devices
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qQuestion # 7 of 10 ( Start time: 11:10:33 PM, 08 July 2025)

_Each person with administrator account should be authorized by?

FOR LMS HANDLING
CONTACT: 0324-9427076

Select the correct option

®

Senior executive

System administrator

)

\ NetWork administrator

N
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Question # 6 of 10 ( Start time: 11:09:18 PM, 08 July 2025 )

Security governance may be considered as.

Select the correct option

An out-dated concept which is no longer practical

A function lying above the it governance framework

A parallel function to jt governance

A sub-function of the it governance framework
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05 ~ Information Security (Quiz No. 4

Question # 6 of 10 ( Start time: 11:09:18 PM, 08 July 2025 )

Security governance may be considered as.

FORLMS HANDLING
CONTACT: 0324-9427076

Select the correct option

An out-dated concept which is no longer practical

A function lying above the it governance framework

A parallel function to it governance T Ss———
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# 6 of 10 ( start time: 11:09:18 PM, 08 July 2025 )

Question

~ security governance may be considered as.

Select the correct option

An out-dated concept which is no longer practical

A function lying above the it governance framework

A parallel function to it gov'erncmce

q A sub-function of the it governance framework
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Question # 5 of 10 ( Start time: 11:08:20 PM, 08 July 2025 )

Boundary defense controls comes under which category of cis critical contro

is?

FOR LMS HANDLING
setectthdolhb i T 0324-942/076

\ Foundational controls

\O

Basic controls

O

Advanced controls

O

Organizational controls
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Question # 4 of 10 ( Start time: 11:08:01 PM, 08 July 2025 )

¥

Nhat type of machine should network administrators use for administrative tasks?

Select the correct option

| Email and browsing facility available

‘f‘ i
| Isolated from organization’s primary network
P |
|
O}
| Have internet access
.'f\ H
J |

| Used for composing documents
e
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Question # 3 of 10 ( Start time: 11:07:44 PM, 08 July 2025 )

In a large-sized security organization in Pakistan, it is likely the number of security staff will be.

FOR LMS HANDLING
CONTACT: 0324-942/076

Select the correct option

El 1-5

30

\ Over 50
|
\

5-10

- T



Question # 2 of 10 ( Start time: 11:07:22

™. 18 July 2025)
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As per malware defense contro| why DNS query logging should be enabled?

e N

Select the correct Option
—"\-ﬁ

Continuously Monitor and defeng Organization’s seryers and workstations

e/ 0[O O
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Question # 10f 10 ( Start time: 11:05:57 PM, 08 July 2025 )

Frequency of running automated vulnerability scanner against all systems on a network in an enterprise should he?

Select the correct option

1 Quarterly

O

|
l
|
|

Weekly
@® | A

e

| S
|

K
O

i
1
1
1
{
|
t
i
\

Fortnightly

Monthly
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Question # 10 of 10 ( Start time: 10:58:34 PM, 08 July 2025 )

" If multi-factor authentication is not supported then user accounts shall be required to?

Select the correct option

O

Use default passwords

Use short passwords which are easy to remember

Use passwords longer than 14 characters

Use same password on all the systems

O
®
O
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e nformation securi QuUIZ NO. 4

Question # 9 of 10 (start time: 10:58:12 PM, 08 July 2025)

Generally speaking, security implementation in Pakistan is.

FOR|LMSH
O

A A B\ I_V

CONTACT: 0324-9427076

select the correct option

O

In line with it progress

Easy since lot of cost effective and trained resources are available in the market

O

Robust and strong

One generation behind that of it
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Question # 8 of 10 ( start time: 10:5

As per cis which authentication protocols should b

select the correct option
quire bio-metrics for authentication

( Which require digital certificates for authentication

which re

Which require mutual multi-factor authentication
®

- \Which require smart cards for authentication
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Question # 7 of 10 ( Start time: 10:57:28 PM, 08 July 2025 )

After getting vulnerability scanning results patches should be applied to?

FOR LMS HANDLING
2

i

0/6

Select the correct option

All the systems throughout the organization

Network devices only

Critical servers only |
Client machines only o

P ————




tlory. BooKM ld:j i

X O Hypotheslis tosting Conelu

m's Quiz
\rulms.\m.cdu.pk/k)lli.'Ik)ui.':()ucstion.aspx?vcr:ﬁchIM'I/I~-u/'l(-; Abf4-96dd d16540454501a

-0

Question # 6 of 10 ( Start time: 10:56:42 PM, 08 July 2025 ) .
nchronized time resources all networks devices and servers should retrieve W 2%

As per cis critical controls from how many minimum sy

select the correct option

As many as possible

Three

Two

Oone
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Cc$208 - information Security (Quiz No. 4)

Question # 5 of 10 ( Start time: 10:66:21 PM, 08 July 20258 )

on's network?

stem in an organization

| Wwhy cis recommends 1o configure monitoring sy

FOR LMS HANDLING
CONTACT: 0324-942/07/6 ORI S

select the correct option

To record the network packets passing through the boundary

To detect compromise of systems at organization’s network boundaries

®

To block malicious traffic at organization’s network boundaries

To block data loss through organization’s network boundaries
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Select the correct option
Technical security support, security engineers

O

Engineering, operations, governance, and frameworks/standards

@

Operations and governance
h

Security infrastructure and security operations
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on # 3 of 10 ( Start time: 10:55:24 PM, 08 July 2025)

Questi
ized wireless access point connected to a wired network can be detected?

How can an author

FOR LMS HANDLING
CONTACT: 0324-9427076

select the correct option

@

Through wireless intrusion detection system

Through host-based data loss prevention (dip)

O

Through file integrity monitoring solution

Through network-based intrusion detection system
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Question # 2 of 10 ( Start time: 10:54:57 pM, 08 July 2025)

As per cis critical security framework what is recommended for network boundaries of an organizations

e

Select the correct option

E Deny Communication over Unauthorized upp ports
H Deny communication over unauthorized TCp ports
ﬁ Deny Communication over unauthorized TCPp or UDP ports

Deny communication with all open ports
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Select the correct option

e,

TrhrAs

rough network-based intrusion prevention system(ips)

—
~——”

Through system firewall

Through antivirus
—
| \/

L |

| Through network-based intrusion detection system(ips)




CS205 - Information Security (Quiz No. 3)

Question # 10 of 10 ( Start time: 09:09:07 PM, 01 July 2025 )

Which of the following scan is deeper and gives more detailed scanning results?

FOR LMS HANDLING

Select the correct option
f'\f'\h ITAMT. N2 A

o419
CUONTACT. UoZ4~94<Z
Un-credentialed vulnerability discovery

O

Credentialed vulnerability scanning

Initial options profile scan

Asset discovery scan

®
O
L




21:09 m (O & -

@ & vulms.vu.edu.pk/Qui:

_|_

— i 1
"-:11‘ lﬂﬂl lﬂﬂl

e
o0 0

Question # 9 of 10 ( Start time: 09:08:49 PM, 01 July 2025 )

Which of the following tools are offered free by QUALYS?

Select the correct option

O

PCl compliance

Web application scanner

Browser check

O
®
O

Web application firewall
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‘ CS$205 - Information Security (Quiz No. 3)

Question # 8 of 10 ( Start time: 09:08:28 PM, 01 July 2025 )

Which of the following modules are displayed on home screen of qualys trial version?

FOR LMS HANDLING

CONTACT: 0524-942/0/6

Select the correct option

Threat protection

O

Vulnerability management and policy compliance

File integrity monitoring

Asset review and administration

®
O
O




€$205 - Information Security (Quiz No. 3)

Question # 7 of 10 ( Start time: 09:07:21 PM, 01 July 2025 )

Which team tests the patches in test environment in vulnerability management process?

Select the correct option

IT operations team

®

Information security team

Business team

Risk & compliance team

O
O
O




21:07 & = & -

@ & vulms.vu.edu.pk/Qui; 4+ [

CS205 - Information Security (Quiz No. 3)

Question # 6 of 10 ( Start time: 09:06:55 PM, 01 July 2025 )

What should standard secure configuration images represent?

Select the correct option

Default configuration version of OS only.

O

Hardened versions of underlying OS and application installed on system.

Hardened versions of OS only.

Hardened versions of application installed on system only.

®
O
O
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CS205 - Information Security (Quiz No. 3)

Question # 5 of 10 ( Start time: 09:06:36 PM, 01 July 2025 )

Which of the following are common vulnerability scanners?

FOR LMS HANDLING
CONTACT: 0324-9427076

Select the correct option

Nessus, rapid7, Openvas & qualys

®

Nessus & rapid/

Forcepoint & redwolf

Openvas & qualys

O
O
O
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Question # 4 of 10 ( Start time: 09:05:46 PM, 01 July 2025 )

How security of outsourced services can be evaluated?

Select the correct option

Ask for 3rd party security review

®

Spot security checks

Vulnerability assessment and penetration testing

Include outsourced scope in internal audit

O
O
O




€S205 - Information Security (Quiz No. 3)

Question # 3 of 10 ( Start time: 09:05:11 PM, 01 July 2025 )

Which team tests the patches in test environment in vulnerability management process?

Select the correct option ) D\ﬁo x r)’l 81 6
Audit team \’\\j\S X rLA.—'g e

O ¢OR

Business team

IT operations team

Risk & compliance team

O
®
O

Click t
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€S205 - Information Security (Quiz No. 3)

Question # 2 of 10 ( Start time: 09:04:49 PM, 01 July 2025 )

What is the first step in running a policy compliance scan through qualys?

Select the correct option

Add IP address to scan

O

Configure authentication

Configure scan settings

Build a policy

O
O
®




€$205 - Information Security (Quiz No. 3)

Question # 10f 10 ( Start time: 09:04:19 PM, 01 July 2025 )

Which of the following are considered cumulative and product specific?

Select the correct option

Hotfixes,Service packs

® FOR LMS HANDLING
CONTACT: 0324-9427076

Security patches,Service packs

Service packs

Qfes,Hotfixes

O
O
O
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CS205 - Information Security (Quiz No. 3)

Question # 10 of 10 ( Start time: 08:59:55 PM, 01 July 2025 )

Which screen is displayed immediately after login screen in NESSUS scanner?

Select the correct option

Policy compliance screen

O

Vulnerability management screen

Scan screen

Dashboard

O
O
®




€S205 - Information Security (Quiz No. 3)

Question # 9 of 10 ( Start time: 08:59:25 PM, 01 July 2025 )

As per carneige mellon university computing consortium commercial software contains?

FOR LMS HANDLING
CONTACT: 0324-942707/6

Select the correct option

®

20 to 30 bugs for every 10,000 lines of code

20 to 30 bugs for every 1000 lines of code

40 to 50 bugs for every 10,000 lines of code

40 to 50 bugs for every 1000 lines of code

O
O
O
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Question # 8 of 10 ( Start time: 08:58:46 PM, 01 July 2025 )

How many TCP and UDP ports are scanned in a default scan?

Select the correct option

1900 TCP ports and 180 UDP ports

®

1900 UDP ports and 180 TCP ports

65, 535 TCP ports

No ports are scanned by default

O
O
O
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Question # 7 of 10 ( Start time: 08:58:12 PM, 01 July 2025 )

How many individuals were affected in anthem insurance breach 2014?

Select the correct option

O 86.6 million
O 75.5 milllion
© 78.8 million

76.6 million
O
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Question # 7 of 10 ( Start time: 08:58:12 PM, 01 July 2025 )

How many individuals were affected in anthem insurance breach 2014?

Select the correct option

© 86.6 million
O 75.5 milllion
O 78.8 million

76.6 million
O
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| €S205 - Information Security (Quiz No. 3)

Question # 6 of 10 ( Start time: 08:57:55 PM, 01 July 2025 )

What is the first step in running a policy compliance scan through qualys?

FOR LMS HANDLING
Select thecomect GOINTACT: 0324-942/0/6

Configure authentication

Add IP address to scan

Configure scan settings

Build a policy

O
O
®
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Question # 5 of 10 ( Start time: 08:57:34 PM, 01 July 2025 )

Continuous monitoring feature of QULAYS is very useful for?

Select the correct option

Vulnerability management of assets

O

Checking compliance of CIS benchmarks

Watching critical changes

Scanning of web application

O
®
O
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€S205 - Information Security (Quiz No. 3)

Question # 4 of 10 ( Start time: 08:57:10 PM, 01 July 2025 )

In an enterprise which software should be allowed to install and execute?

Select the correct option

Softwares displayed on notice board.

O

Softwares included in white-list.

MSH B\\\DL\Nﬁﬂ 76
Only paid sof?@R \_, 032A, F A

Any freely available software.

®
O




CS205 - Information Security (Quiz No. 3)

Question # 3 of 10 ( Start time: 08:56:45 PM, 01 July 2025 )

Which one of the following is considered the first step in a vulnerability scan?

Select the correct option FOR | MS HANDLING
O FEIEECARIng CONTACT: 0324-9427/07/6

TCP/UDP service delivery

Firewall detection

Checking if the remote host is dlive

O
O
®
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CS205 - Information Security (Quiz No. 3) Qui:

Question # 2 of 10 ( Start time: 08:56:06 PM, 01 July 2025 )

Which of the following function is performed by IT operation team in vulnerability management process?

Select the correct option (\“" P\

Run vulnerability s&ah}'?ér

Share report with management

Tracks remediation timeline

Takes backup and downtime

O
O
O

Click to Save
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Question # 10of 10 ( Start time: 08:55:17 PM, 01 July 2025 )

Which of the following are considered cumulative and product specific?

Select the correct option

Qfes,Hotfixes

O

Service packs

Hotfixes,Service packs

Security patches,Service packs

O
®
O
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