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MCQs

Select the correct configuration in /etc/pan.d/common-password two enable LDAP authentication 
sudo vi /etc/pam.d/common.password
password [success=1 user_unknown=ignore default=die] pam_ldap.so try_first_pass

Which of the given software package can be used to provide male sending service 
these are all email server package 
• Postfix • Courier-imap • Dovecot • E.t.c L
sudo apt-get install mailutils
postfix is answer 

If the configuration type of SMTP is internet side then which is true 
SMTP is the principal email protocol that is responsible for the transfer of emails between email clients and email servers.
keep remember definition then choose the option accordinaly  

In ELK stack –-------is a used to send log to server 
Logstash

Elastic search is a ______ and fall under the ______ category 
"a search engine," "an analytics database," "a big data solution," "it's quick and scalable," or "it's like Google."
In the Linux system everything is located under ______directory 
root (/) directory
Which command can be used to make your home directory your working directory 
cd ~ # Go to home directory
 pwd # Check the current working directory
Which command display the number of lines of the output file 
wc -l myfile.txt    (wc stands for word count.  –l is for line )

Which is correct Syntax as a root Linux system 
sudo 
su -

______ is more powerful than _____
root is more powerful than regular user
Logstash is more powerful than Filebeat
according to present option you can select 

Select the correct statement about MUA and MTA 
these are the following are correct for better understanding
MUA communicates with MTA to send emails using SMTP (Simple Mail Transfer Protocol)
MUA retrieves emails using POP3 or IMAP protocols.
MUA (Mail User Agent) is used to compose and read emails, while MTA (Mail Transfer Agent) is used to send and receive emails.


Which is a GNU's implementation of open PGP 
gnupg

Which command is used to start a new container 
docker run --name it601p_m1

Web server contact are placed in the directory ____
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DNS record zone files have the template______
· The SOA (Start of Authority) record defines the zone.
· The NS (Name Server) record specifies the authoritative name server.
· The A (Address) record maps a domain to an IP.
Which utility create an update the files Aside content protection can be enable into _______ file 
touch
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The latest kerberos package available in debian respiratory are_______
Kerberos 5 (krb5)

Select the correct statement about the shadow group in Ubuntu OS 
The /etc/shadow file contains hashed passwords and is only readable by root and users in the shadow group.

what doesn mv do?
mv is the move/rename command in Linux.


shadow se related tha aik. k 
Admin ko bhi shadow main hona chaiye
srf admin ko shadow m hona chaiye
users ko shadow main hona chahiye ya
admin and users dono ko shadow main hona chahiye

use ss (Socket Statistics) utility to check status of SMTP port 25


set other parameters like attachment size, protocols in /etc/postfixmain.cf 
inet_protocols = all
 inet_protocols = ipv4 
mailbox_size_limit = 0



Copy server certificates in /etc/postfix/certs

Restart postfix service
sudo systemctl restart postfix
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Write a Linux command to print the first three characters from each file names scores
ls scores/ | cut -c 1-3
  ls scores → Lists the files in the scores directory.
  cut -c1-3 → Extracts the first three characters from each filename

What will be the output of the command Ubuntu terminal pseudo installed-m0755-d / etc / ATP / keyrings
sudo install-m 0755 -Id/etc/apt/keyrings
1. sudo → Runs the command as a superuser (required for system-level changes).
2. install → A command used for copying files or creating directories with specific permissions.
3. -m 0755 → Sets the permissions for the directory being created:
· 0 → No special mode (like SUID, SGID, Sticky bit).
· 7 → Full permissions (rwx) for the owner.
· 5 → Read & execute (r-x) for the group.
· 5 → Read & execute (r-x) for others.
4. -d → Creates a directory (instead of copying files).
5. /etc/apt/keyrings → The target directory where APT (Advanced Package Tool) stores keyring files (for verifying package signatures).

Write the visual host configuration where web content are located
<VirtualHost *:80>
    ServerAdmin admin@example.com
    DocumentRoot /var/www/html/example
    ServerName example.com
    ErrorLog ${APACHE_LOG_DIR}/error.log
    CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>



Wich file contain and configure on ubtan server . Enlist parameters.
the primary configuration file for an Ubuntu server is the /etc/network/interfaces file for network settings, managed by Netplan in newer versions. Here are some common parameters you might configure in this file:
1. Interface Name: iface eth0 inet dhcp (for DHCP) or iface eth0 inet static (for static IP).
2. IP Address: address 192.168.1.100
3. Netmask: netmask 255.255.255.0
4. Gateway: gateway 192.168.1.1
5. DNS Servers: dns-nameservers 8.8.8.8 8.8.4.4
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1 ) write the command in Linux replace and append thi output.txt in ls-s

ls -s >> output.txt


DHCP server each lines in fixed ip address (192.168.19.2) and having physical server (55:22:33:AB:2.)

sudo nano /etc/dhcp/dhcpd.conf

# Add the following lines:
host fixed-ip {
  hardware ethernet 55:22:33:AB:2;
  fixed-address 192.168.19.2;
}
· Restart the DHCP service for changes to take effect:
systemctl restart isc-dhcp-server
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Sna@vusna on kld server . Enlist all steps

install Kerberos Server Packages
Run the following command to install the necessary packages:
sudo apt update
sudo apt install krb5-kdc krb5-admin-server krb5-user
2️⃣ Configure Kerberos Realm (/etc/krb5.conf)
Edit the Kerberos configuration file:
sudo nano /etc/krb5.conf
Ensure it contains:
csharp
CopyEdit
[libdefaults]
    default_realm = VUSNA.COM
    dns_lookup_realm = false
    dns_lookup_kdc = false

[realms]
    VUSNA.COM = {
        kdc = kdc.vusna.com
        admin_server = kdc.vusna.com
    }

[domain_realm]
    .vusna.com = VUSNA.COM
    vusna.com = VUSNA.COM
Save and exit the file.
3️⃣ Configure the KDC Server
Initialize the Kerberos database:
sudo krb5_newrealm
4️⃣ Create a Principal (sna@vusna.com)
Run the following command to create a new Kerberos principal for the user:
sudo kadmin.local -q "addprinc sna@VUSNA.COM"
· Set a password when prompted.
5️⃣ Start and Enable the Kerberos Services
bash
CopyEdit
sudo systemctl enable krb5-kdc
sudo systemctl start krb5-kdc
sudo systemctl enable krb5-admin-server
sudo systemctl start krb5-admin-server
6️⃣Verify the KDC Setup
To check if the KDC is working, run:
kinit sna@VUSNA.COM
Enter the password set earlier. If successful, check the Kerberos ticket:
klist



5:secure shell sy tha aik configuration wla
1 – view Ip address information
$ Ifconfig -a |more
$ Ip a
2 – Update APT repositories and install openssh-server
$ sudo apt update
$ sudo apt install openssh-server
3 – Check status of the ssh server
$ sudo systemctl status ssh
4 – Check status current sshd configuration and default port to 2022
$ sudo Vi /etc/ssh/sshd_conf
5 – connect remote server with ssh on custom port and using remote user password
$ ssh -p 2022 <remoteUsername>@<remoteIpAddress>



ip address given th .os ka host find krna th.
sudo hostnamectl set-hostname ldap.vusna.com


. Aur ak question.hatcess say related tha
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In 2 topics se related tha mcqs. Definition check kar lena inki.
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sudo apt install slapd ldap-utils
➢sudo dpkg-reconfigure slapd
➢configure the OpenLDAP libraries with certain defaults in 
/etc/ldap/ldap.conf
BASE dc=vusna,dc=com
URI ldap://ldap.vusna.com

View the slapd-config DIT looks like via the LDAP protocol
Configure the LDAP Client
sudo apt -y install libnss-ldap libpam-ldap ldap-util

After the installation, edit /etc/nsswitch.conf and add 
LDAP authentication to passwd and group lines.
passwd: compat systemd ldap
group: compat systemd ldap
shadow: compat ldap

integration of LDAP with Kerberos
with common password and session 

Restart the nscd service
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sudo vi /user/safe_location/ htpasswd
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Verifying Configuration Changes
named-checkconf /etc/bind/named.conf.options
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bindserver IN A 192.168.18.1
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PTR bindserver.vusna.com
PTR  web.vusna.com
PTR  dhcp.vusna.com
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PTR  elk.vusna.com
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kerberos_SERVER : 192.168.19.5 , kerberos




image8.jpg
Check postfix version with command : postconf mail_version
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Web Server Default Directory

‘Apache (Ubuntu/Debian) Jvar wm/ e/
Apache (CentOS/RHEL) Jvar e/

NGINX Jusr/share/nginx/htl/
XAMPP (Windows/Linux) /opt/1ampp/htdocs/
WAMP (Windows) € \ampam

IS (Windows Server) 2 \inetpub\mmroot\
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For General File Creation & Update:

touch Filensne. txt - Creates an empty file or updates it fimestamp.
echo “content” > Filenane. txt - Wites contentto a fe.

nano filename. txt or vin filenane. txt ~ Opens a file for edting.
cp source. xt destination. txt — Copies and updates files,

rsync -av source/ destination/ - Synchronizes and updates files efficiently

For Package and System Fie Updates:

apt update & apt upgrade (Debian-based)
yum updste (Red Hat-based)

dpkg (Debiar) and rpa (Red Hat) ~ Manage software packages.

[ Aside, Content Protection Can Be Enabled in:

Apache Web Server: _ntaccess
NGINX Web Server: ngins.cont
Linux File Permissions: /etc/hosts.allow, /et y, sts.deny
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» Enabling IMAP/POP3 Protocol
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Local Networks : 192.168.19.0/24.

DNS SERVER: 192.168.19.2 , bindserver
WEB_SERVER : 192.168.19.3, web
DHCP_SERVER : 192.168.19.4 , dhcp

DB_SERVER : 192.168.19.5, db smaseeses| Router
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Build a Docker Image wi ockerfile

» Create a directory where the dockerfile will be stored.
= mkdir c1 && cd c1
» Create dockerfile
= sudo vi dockerfile
###Contents of Dockerflle#it

FROM ubuntu:22.04

MAINTAINER Virtual_University_of_Pakistan

ENV DEBIAN_FRONTEND noninteractive
RUN apt-get update 88 apt-get install -y ubuntu-server

i ——
EXPOSE
#expose th port

CMD ['echo, "Welcome to it601p"]
#above command wil pint the message and container will exit.

#Tokeep it running run bash and keep it running
CMD [PROGRAM_TO_RUN]
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1. Write A and PTR bind? configuration with host name “ldap’ domain name
“vusna.com’ and ip address "192.168.1.10 *

Assume the LDAP server is running at 192168110 for the domain vusna.com.
LDAP Query Command Example:

bash

1dapsearch -x -h 192.168.1.16 -b "dc=vusna,dc=con”




image15.png
= X- LLL - hinki examples pochi thi

Option

e

Description
Uses simple authentication instead of SASL.
Removes unnecessary info from LDAP output.

Specifies the LDAP server URL.

Sets the search base DN (Distinguished Name).

Example

Ldapsearch x

Ldapsearcn -x -LLL

Ldapsearch -x H 14ap://192.165.1.10

Leapsearch x b “deeexample, decon”




image16.png
Enable authenticati

1 - Create password with htpasswd on secure location

2 Create Ihitaceess file in the folder to be protected

3 — Write the following lines in above file

4 - Reload the apache2
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3 - Write the following lines i above file

AuthUserFile /user/safe_location/.htpasswd

AuthGroupFile /dev/null
AuthName "Please Enter Password”

AuthType Basic
Require valid-user

4+Reload the apache2
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= Relative path
= Absolute path
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SSH Access with Remote Username and Password

1 - view Ip address information
$ Ifconfig -a more \ 0
sipa

2 - Update APT repositories and install openssh-server

$ sudo apt update
$ sudo apt install openssh-server

3 — Check status of the ssh server

$ sudo systemetl status ssh

4 - Check status current sshd configuration and default port to 2022

$ sudo Vi /etc/ssh/sshd_conf
5 — connect remote server with ssh on custom port and using remote user password

$ ssh -p 2022 <remoteUsermame>@<remotelpAddress>
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> Enabling .htaccess \/

= sudo i Variwwwimy_website.com/ htaccess.

N
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6 - Set admin principal with appropriate Access Control List (ACL) permissions. The permissions
are configured in the /etc/krbSkdc/kadms.acl il
[———
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4 - Create the first principal.

sudo kadmin Jocal

Authenticating as principal root/admin@vusna.com with password.
kadmin.local: addprinc sna

WARNING: no policy specified for sna@vusna.com; defaulting to no policy
Enter password for principal *sna@vusna.com":

Re-enter password for principal * sna@vusna.com *:

Principal *sna@ vusna.com" created.

kadmin.local: quit
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1 - Install the Kerberos Packages

= kib5-kde
krb5-admi

server
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Virtual

> sudo apt-get update 9
N (\(\(-O\/
» sudo apt -y install libnss-Idap libpam-ldap Idap-utils
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= Select Internet Site when prompted

‘\]\(,%

Q

a
a
a
a

No configuration : installation process will not config any parameters.

Internet Site : using Postfix for sending emails to other MTAs and receiving email
from other MTAs.

Internet with smarthost : means using postfix to receive email from other MTAs, but
using another smart host to relay emails to the recipient.

Satellite system : means using smart host for sending and receiving email.

Local only means emails are transmitted only between local user accounts.
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Restart postfix service : :
sudo systemet restartpostix
N\@Q

Confirm active ports w
lsudoss-inpt|grepmaster
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» Installation \/

» Check Dovecot version:

» Enabling IMAP/POP3 Protocol \/
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file "/etc/bind/zones/vusna.com";
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> The .htaccess file in Apache is a tool that allows configurations at the directory and subdirectory level.

> Using .htaccess enables you to configure website permissions without altering server configuration files.




